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PRODUCT DESCRIPTION

This report describes the lessons learned and recommendations from a series of cyber security
procurement pilot applications involving nuclear utilities and a controls vendor that were part of
Phase 4 of a multiphase project to develop an effective cyber security procurement methodology.
In order to further this research and encourage technology transfer of the Methodology, EPRI
partnered with selected utilities and vendors to use the Cyber Security Procurement Methodology
Revision 1 and Use Cases within their supply chain for selected pilot projects. The EPRI team
worked with the utility members, and vendors to harvest the lessons learned contained in this
EPRI technical report.

Background

Applying cyber security requirements for new instrumentation and control (I&C) systems in the
procurement phase requires cyber security experts, [&C engineers, and procurement
organizations to work together with vendors to implement and maintain cyber security controls.
Lack of proper cyber requirements and/or division of responsibilities between the utility and
vendor can often result in a costly back-fit to meet the requirements.

The Electric Power Research Institute (EPRI) has researched and developed procurement
guidance to address this problem. This research has shown that generic cyber security control
requirements within procurement specifications cannot effectively address the multitude of
equipment types, vendors, and use cases that exist. Therefore, a methodology has been
developed for determining the appropriate cyber security requirements based on specific
equipment criteria and an examination of the device attack surface.

Phase 1 was a benchmarking study prior to proceeding with any new guidance. Phase 2
developed a methodology for procuring digital 1&C systems with the necessary cyber security
controls. Phase 3 applied the Methodology (revised in December 2013) for procuring digital I&C
systems through worked examples developed in Phase 2 based on typical Use Cases. Lastly,
Phase 4 developed computer based training modules and conducted workshops and mentoring
sessions with EPRI utility members to pilot the Methodology. Those pilots are the subject of this
technical report.

Objectives
Three objectives were identified for the project.

Objective 1

Identify and select an appropriate set of actionable pilot projects within the volunteer utility and
vendor participants that can most effectively illustrate Use Cases of low and medium complexity,
with a high complexity Use Case pilot as an optional objective.



Objective 2

Ensure that the pilot projects utilize the Methodology to the maximum extent possible via
mentoring and coaching of the utility and vendor staff executing the Methodology throughout the
procurement cycle.

Objective 3

Capture and publish the lessons learned from the pilot projects in order to validate the
effectiveness and efficacy of the EPRI Cyber Security Methodology. Evaluate the potential to
report the Methodology and examples based on lessons learned.

Approach

These pilots were conducted in the form of workshops, interviews, and mentoring sessions that
sought to develop cyber security procurement requirements using the current EPRI Cyber
Security Procurement Methodology [1], and table top applications examples [2] [3] [4] of the
which cover Use Cases of low, medium, and high complexity. Lessons learned and
recommendation were developed from observations and interviews during workshops. The
companion Computer Based Training (CBT) [6] for the EPRI Cyber Security Procurement
Methodology was used as part of the mentoring as training prior to the pilot workshops.

The project concentrated on pilot projects at the low and medium complexity level because these
have the most implementation uncertainty and require the most analysis to match the appropriate
requirements to the specific level of complexity. However, one high complexity project was
available, providing valuable feedback from both the utility and the vendor, and is included in
the report.

Results

Research results are presented in Section 2 as a short summary of each pilot from a methodology
perspective. Section 3 contains the lessons learned, conclusions, and recommendations. A
template spreadsheet, based on the pilot workshop experiences, for capturing the applicable
cyber security control requirements, supplier responses, and evaluation is included as an MS
Excel form as an external Attachment A to the report. Appendix A contains a sample of the
template spreadsheet.

Applications, Value, and Use

The utility user can leverage this technical report to better understand how to effectively use the
Cyber Security Application Methodology Rev 1 by informing the planning stages prior to
integration of the Methodology into the local or corporate procurement procedures and
processes. As a form of Operational Experience, this report can help avoid the identified
circumstances that would hinder full utilization of the Methodology.

Keywords
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Critical digital assets

Cyber security guidance
Cyber security methodology
Cyber security procurement
Cyber security standards
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INTRODUCTION

1.1 Overview

The application pilots involved close interaction and observation of the pilot participants during
workshops and interviews. The participants and investigators discussed the observations and
lessons learned in near-real time to validate the observations and conclusion as they developed.
The following sections describe the pilot scopes, activities, lessons learned, and
recommendations.

1.2 Pilot Project Scope

Pilot Selection

The EPRI team conducted teleconferences, screenings, and evaluations to select prospective
utilities and vendors and to evaluate their proposed projects for selection, with the goal of
establishing a mix of procurement complexity opportunities. Although a number of utilities and
vendors had expressed an interest, it was difficult to find volunteers to commit time and
resources.

Phone interviews were conducted with six (6) volunteer utility members and one (1) vendor to
gather information on their proposed projects, capabilities, and schedules. This process was
repeated throughout the project as some projects were stalled and other projects were identified.

The proposed pilot projects were evaluated and six (6) projects were selected for the pilot set
based on general fit for schedule, complexity, budget, and utility capability. Based on the final
selection in collaboration with EPRI Staff, a schedule was established and an informal
memorandum of understanding was put in place with each selected participant for execution of
the pilots.

The project results include five (5) low and high complexity pilots. One existing high
complexity project that was nearing completion was selected as it provided significant results.
One pilot was suspended due to resource constraints, however there were lessons learned from
that experience as well. A total of three (3) pilots were completed, and one pilot was started, but
was not completed at the time of publication:

Digital Valve Controller (DVC) replacement spare(completed)
Distributed Control System (DCS) platform Upgrade (completed)
Digital Valve Controller (DVC) vendor initiated(suspended)

Digital Recorder replacement spare (completed)

A e

Digital Recorder analog to digital upgrade( in progress)

1-1



Introduction

Pilot Project Support

The EPRI team created an agenda to coordinate, train, coach and mentor each selected utility and
vendor to effectively use the Methodology for the selected procurement activity. The original
intent was to conduct a one and '2 day kickoff meeting with targeted training for each selectee at
their facility. Following the kickoff meeting the EPRI team provided coaching as needed and
periodic phone checks to answer questions, coach, and assess progress.

Following the first two pilot kick-offs the agenda was changed to a two-day workshop with all
roles present that included training in the first half day and facilitation of a workshop for the
balance of the workshop to create the first draft of the Project Specification and General
Specification for the pilot. The workshop revealed that all knowledge roles (I&C engineering,
cyber security, procurement) needed to be present and engaged.

Notes were taken from all interactions with the utilities and vendors to serve as data capture for
lessons learned and recommendations.

EPRI Report Development

This EPRI technical report summarizes the pilot projects and details the lessons learned,
Methodology application recommendations and conclusions, and any refinements to the
Methodology. There are three categories for the lessons learned:

1. Technical Knowledge and Translation of Knowledge Domains
2. Organization, Resources, and Existing Processes and Procedures

3. Cyber Security Procurement Methodology Refinements

1.3 Report Organization

Table 1-2 from the Cyber Security Procurement Methodology [1] is included below as a
reference when reviewing this report. Where appropriate, the Steps in the Methodology are
indicated by (Step X.X). The reader is encouraged to have the Methodology and examples at
hand as a reference.
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Table 1-2

Basic Methodology Steps

Introduction

STEP 1 = ALIGNMENT WITH THE CYBER SECURITY PROGRAM

Il Know The Organization and Facility Cyber Security Strategy
1.2 [ncorporate Cyber Security into the Existing Processes
1.3 [dentify Roles and Responsibilities

STEP 2 - SPECIFICATION DEVELOPMENT

21 Determine the Type ol Purchase

21 Develop/Clarify the Use Case, Data Flow, and Access Points

23 Determine the Scecurity Controls Tor the Tse Case

24 Establish Owner/Operator and Supplicr Responsihilitics

25 Develop System/Component Specilication based on Security Controls determined o be

Supplier Responsibality

STEP 3 - GENERAL CYBER SECUIRTY SPECIFICATION DEVELOPMEMNT

il Confirm the Use Case and Data Flow

32 Map o the Reguired Security Controls

33 Tdentity Potential ConiTicts

34 Identify Negotiable or Optional Security Contols or Configurations
i3 [dentily Possible Diesign Modifications

LR Identily Unused Alternate Features. Functions. and Conligurations
AT [dentily Product or Development Environment Certilications

R Describe the Secure Development Environment

3L Consider Additienal Supply Chain Considerations

10 Field Engineering Services

STEP 4 — EVALUATION, AND INCORPORATION WITH PROCUREMENT PROCEDURES

4.1 Evaluate Responses and Tdentify Gaps
412 [dentily Potential Conflicts

4.3 Identily Compensating Controls

4.4 Analvze Risks and Cost/Benetit

435 Cyber Security in Selecting the Supplier
4.6 Perform Owversight of Cyber Security
4.7 Keceive the Component or System

4.8 Maintain Configuration Control.
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PILOT SELECTION AND SUMMARY

This section describes the criteria for selection of the pilot projects and devices, and provides a
brief summary of each of the pilot projects from the Methodology perspective. Whenever a step
from the Methodology is referenced the step number is shown as (Step X.X).

2.1 Pilot Selection

A goal of the project was to find 3 to 5 projects to serve as pilots. The projects were targeted for
procurement of simple devices or existing procurements that used the methodology.

Prior to soliciting participation of member utilities and vendors, criteria for selection of simple
digital devices were developed.

e Non-networked, stand-alone application
e Single purpose I&C component, such as a digital valve controller or recorder
e Procured as a stand-alone product, not part of a larger system or procurement

The next item developed was selection criteria for utility or vendor procurement projects. This
criteria was intended to insure selection of viable candidates.

e Simple device per the established criteria

e An existing or completed procurement that used the methodology

e Project scheduled for completion in 2014

e Commitment to apply the methodology in the project

e Willingness to assign appropriate resources to the project

e Allow EPRI team to observe the process and provide mentoring where warranted
e Willingness to share lessons learned and results

Once the criteria were established the EPRI project manager solicited member utilities to
participate in the project and contacted vendors of simple devices that had expressed interest.

Five (5) pilot projects are summarized and the lessons learned are included in the report.

2.2 Pilot Project Summary

The following is a short summary of the projects that are included in this report. This report
does not provide details on the devices and their configuration in the plant. The summary and
any details provided are only those required to understand how the methodology could be
applied.
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Pilot Selection and Summary

One project was started and then stopped due to resource constraints, and another project was
started and was unable to reach completion prior to publication of this report. Even though the
two projects were not completed at the time of publication, some important insights and lessons
learned were gained and are included in the report.

2.2.1 Digital Valve Controller (DVC) Spare

The pilot project was a nuclear plant procurement of a spare digital valve controller (DVC) that
did not include purchase of the DVC software that runs on a separate windows Maintenance and
Test Equipment (M&TE) laptop. The plant had not previously used the methodology, but
recognized the need to bring cyber security into the procurement process.

Characteristics of the procurement project were:

Plant Cyber Security Strategy (Step 1.1)

The DVC, when installed, is a CDA per the plant Cyber Security Plan submitted as part of the
plant’s commitment to NEI 08-09 Revision 6 [5]. The DVC is subject to the cyber security
controls from NEI 08-09.

Type of Purchase (Step 2.1)

Simple catalog replacement item that does not include the associated configuration software.

Use Case, Data Flow, and Access Points (Step 2.2)

Stand-alone DVC with the valve controller mounted on a wall nearby the valve positioner. The
separation satisfies certain vibration requirements. Analog input and output signals with no
network connectivity and no network (serial or otherwise) connections available on the DVC.
The DVC has no local interface or buttons with the exception of a write protect switch.

Configuration and diagnostics data are exchanged via the HART protocol by connecting a
HART hand held communicator to the terminals enclosed in the terminal box on the DVC
controller. The configuration may be created by the DVC software on workstation or laptop and
loaded onto the HART communicator or directly through the HART communicator interface.

Secure Development Environment (Step 3.8)

The General Requirements Specification [1] asked for a description and documentation of the
vendor’s secure development environment.

Project Status at Time of Publication

The procurement package was completed with additional requirements that were not developed
in the workshop. The package was transmitted to the vendor, and the vendor is working to
assign appropriate resources to develop a response.

2.2.2 Distributed Control System (DCS) Platform Upgrade

A nuclear fleet owner is upgrading to a common DCS platform to provide the foundation for
integrating process control systems and automation software under a single, unified architecture.
The project is the procurement and development of a DCS platform to be installed across the
fleet. The project is a multi-year, complex, custom development, based on the vendor’s existing
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Pilot Selection and Summary

DCS platform. The platform is being developed as a highly collaborative development effort
with the vendor and owner both contributing resources.

The project began with the recognition that cyber security is an important requirement to be
included in the design and development. This project is of interest since the method used to
determine the cyber security requirements was developed by the owner/vendor team at the same
time that the EPRI methodology was being developed. The two approaches are nearly identical
in practical application, and the opportunity to capture lessons learned from this large complex
project is highly valuable.

Both the vendor and utility contributed to the lessons learned and provided valuable insight by
providing two points of view for the same activities within the project.

Plant Cyber Security Strategy (Step 1.1)

The DCS platform, when installed, is a critical system with multiple CDAs per the plant Cyber
Security Plan submitted as part of the owner’s commitment to NEI 08-09 Revision 6 [5]. The
DCS platform is subject to the cyber security controls from NEI 08-09.

Type of Procurement (Step 2.1)

Highly complex, custom integrated development.

Use Case, Data Flow, and Access Points (Step 2.2)

The DCS platform is a virtualized, distributed system architecture that is intended to integrate
with specific applications such as turbine controls. It is a fully integrated and networked system
that includes blade servers with virtualized Windows servers and workstations, Linux servers,
SQL Server, thin clients, switches, routers, HMIs, controllers, and digital I/O modules that
integrate with open fieldbus networks that support multiple communication protocols.

Active Directory manages a domain for the platform that is isolated within a cyber security
logical level that has no connectivity outside of the logical level to the corporate business
network or the internet. Communication protocols include unicast and multi-cast IP based
Ethernet, XML based HMI protocols, as well as additional to the I/O communication protocols.

Security tools are integrated into the platform. Some of the security tools are part of the vendor’s
offering, such as white listing, and some tools are being purchased and integrated as part of the
project, such as intrusion detection. The security tools include firewalls, Anti-Virus (AV),
Intrusion Detection Systems (IDS), Security Information Event and Management (SIEM), white
listing, Active Directory Account Management, and CISCO Secure Access Control System
(ACS).

The project team developed a document for cyber security requirements that are mapped to NEI
08-09 [6] and developed a spreadsheet similar to the cyber security requirements table in
Appendix A of the EPRI worked example report [2]. The spreadsheet is expanded to include
references to the relevant paragraphs of the technical and cyber security requirements documents
as well as a column that describes how the security control is implemented for the given
component. The updated spreadsheet template included as Attachment A to this report includes
insight gained from this project.
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Pilot Selection and Summary

Secure Development Environment (Step 3.8)

As a result of the collaborative development process the vendor built a complete secure
development environment based on specifications jointly developed with the owner. While there
is not a strict development environment regulatory requirement as with a safety related
procurement, the owner recognized the value of requiring a secure development environment. A
complete set of requirements and specifications were jointly created. The requirements are
complete and were derived from NIST 800-53 [7] and NEI 08-09 [6]

The secure development environment includes defense in depth with a secure physical space
with physical security controls and logical boundaries using firewalls. All of the components of
a complete cyber security strategy as described in NIST 800-53 were considered and
implemented according to a risk based approach similar to the recommendations in NIST 800-
53.

The development environment is also designed and managed to meet the requirements of NEI
08-09 Appendix E-11 System and Services Acquisition.

Project Status at Time of Publication

Nearing completion of the Factory Acceptance Test (FAT) and preparing to ship.

2.3 Digital Valve Controller (DVC) — Vendor Initiated

This project is a vendor initiated project to develop standard cyber security responses based on
the most likely Use Case for their digital valve controller (DVC). The vendor was struggling
with how to respond to poorly written or overly burdensome cyber security requirements and
specifications. Specifications they are receiving often include cut and paste portions of NEI 08-
09, or reference NEI 08-09 in entirety. The vendor realized that it is a competitive advantage to
develop complete responses for an NEI 08-09 or CIP specification based on the most likely Use
Cases for their product, and that the methodology could be easily applied to develop a standard
response.

Characteristics of the procurement project were:

Plant Cyber Security Strategy (Step 1.1)

The pilot project assumed a nuclear procurement of both the DVC and its associated
configuration software. The DVC, when installed, is a CDA per the plant Cyber Security Plan
submitted as part of the plant’s commitment to NEI 08-09 Revision 6 [5], while the software,
when installed, will be on a laptop that is being maintained through the Portable and Mobile
Device (PMD) program. The DVC is subject to the cyber security controls from NEI 08-09 and
the DVC software subject to plant cyber security controls included in the PMD program.

Type of Purchase (Step 2.1)

Simple catalog replacement item that includes the associated configuration software.
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Pilot Selection and Summary

Use Case, Data Flow, and Access Points (Step 2.2)

Stand-alone DVC application. Analog input and output signals with no network connectivity
and no network (serial or otherwise) connections available on the DVC. The DVC has no local
interface or buttons.

Configuration and diagnostics data are exchanged via the HART protocol by connecting a
HART hand held communicator or maintenance laptop via HART modem to the terminals
enclosed in the terminal box on the DVC controller. The configuration may be created by the
DVC software on the maintenance laptop that is connected via a HART modem, or loaded onto
the HART communicator, or directly through the HART communicator interface.

Secure Development Environment (Step 3.8)

The vendor has implemented physical access controls and some cyber security controls within
the device development and manufacturing process as part of the corporate security program.

Project Status at Time of Publication

The project was suspended after two attempts by the technical sales team to develop a standard
Use Case and specification. The technical sales team quickly realized that they would need
more complete technical knowledge of the product, and cyber security knowledge, that reside in
a DVC product technical expert and a cyber security expert, in order to apply the methodology.
They have to source the cyber security expert from another division within the parent company.
Obtaining the time and budget to bring the additional resources together for 2 days proved to be
a low priority.

2.4 Digital Recorder Spare

This nuclear plant procurement of a spare digital recorder did not include purchase of the
recorder software that runs on a separate windows M&TE laptop. The plant had not previously
used the methodology, but recognized the need to bring cyber security into the procurement
process.

Characteristics of the procurement project were:

Plant Cyber Security Strategy (Step 1.1)

The recorder, when installed, is a CDA per the plant Cyber Security Plan submitted as part of the
plant’s commitment to NEI 08-09 Revision 6 [5]. The recorder is subject to the cyber security
controls from NEI 08-09.

Type of Purchase (Step 2.1)

Simple catalog replacement item without the associated recorder configuration software.

Use Case, Data Flow, and Access Points (Step 2.2)

Digital recorder for replacement within a main control room panel. There are a variety of
optional communication and protocol functions available on the recorder, including an optional
set of security functions. The project did not proceed far enough to determine the final Use Case
and Data Flow, and which optional functions would be purchased.
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Pilot Selection and Summary

Configuration and diagnostics data are exchanged via several available methods depending on
the options purchased and Use Case and Data Flow.

Secure Development Environment (Step 3.8)

Not determined.

Project Status at Time of Publication

The project was delayed after two attempts by the procurement engineering team to develop a
standard Use Case and specification. The procurement engineering team quickly realized that
they would need more complete technical knowledge of the recorder its Use Case within the
plant, and cyber security knowledge that reside in an I&C Engineer with the requisite recorder
knowledge and a cyber security expert, in order to apply the methodology. Those limited
resources were already committed to the CDA assessment project and were not available. The
resources became available late in 2014 and an internal workshop was conducted to complete the
project requirements cyber security control table. The recorder cyber security control table will
be incorporated into a procurement package.

2.5 Digital Recorder Analog to Digital Upgrade

This was an upgrade a digital recorder to replace an analog recorder in the control room that did
not include purchase of the recorder software that runs on a separate windows M&TE laptop.
The nuclear plant had not previously used the methodology, but recognized the need to bring
cyber security into the procurement process.

Characteristics of the procurement project were:

Plant Cyber Security Strategy (Step 1.1)

The recorder, when installed, is a CDA per the plant Cyber Security Plan submitted as part of the
plant’s commitment to NEI 08-09 Revision 6 [5]. The recorder is subject to the cyber security
controls from NEI 08-09.

Type of Purchase (Step 2.1)

Catalog purchase, digital upgrade through an engineering change package.
Use Case, Data Flow, and Access Points (Step 2.2)

Digital recorder for replacement within a main control room panel. There are a variety of
optional communication and protocol functions available on the recorder, including an optional
set of security functions.

A Compact Flash (CF) memory card, USB interface, Ethernet interface, and RS-232 serial
interface were specified. A stand-alone installation in a control room panel with no continuous
network connections. 20 analog RTD inputs and 6 analog annunciator outputs for process data.
Device history, diagnostics, and configuration can be pulled or loaded via the USB port, CF card,
Ethernet connection to an M&TE laptop, or via the serial connection.
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Pilot Selection and Summary

The optional security functions were not specified because the recorder is located on a
continuously monitored panel in the control room and the owner decided to reduce the access
and maintenance requirements by limiting the purchased functions and crediting existing
compensating controls for the cyber security features of the optional security package.

Establish the Security Controls for the Use Case (Step 2.3)

The owner has developed a procedure, logic, and a software tool that performs an assessment of
the CDA based on the Use Case and Data Flow. The output is in multiple forms. For the
workshop a spreadsheet was used to capture the output and list the applicable controls. This was
useful and efficient. The spreadsheet was then modified with additional columns in order to
complete the remaining steps of the methodology.

Secure Development Environment (Step 3.8)

Not determined.

Project Status at Time of Publication

The two day workshop resulted in a draft project requirements spreadsheet and review of
potential general requirements. The owner expects to review and finalize the specifications, and
incorporate them into their procurement process by early 2015.
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SUMMARY OF LESSONS LEARNED AND
RECOMMENDATIONS

This section summarizes the lessons learned, conclusions, and recommendations from the pilot
projects that are relevant to implementing the methodology and improving EPRI guidance. Any
lessons learned that are specific to the participants and contain confidential information are not
included. The results are abstracted so that the utility or vendor is not identified and the details of
each procurement, device or system are not included.

The lessons learned, conclusions, and recommendations come directly from the pilot projects
from both the utilities and vendors.

They are organized by 1) Technical Knowledge and Translation of Knowledge Domains, 2)
Organization, Resources, and Existing Processes and Procedures, and 3) EPRI Cyber Security
Procurement Methodology [1] Refinements.

3.1 Technical Knowledge and Translation of Knowledge Domains

1. Thorough knowledge of cyber security is required (Steps 1.3, 2.5). Just being familiar
with the cyber security requirements is insufficient. How to interpret the requirements for
practical application, along with knowledge of how existing cyber security controls are
applied within the plant is required and is a specialized skill set. Example 1 [2] and the CBT
[6] both contain good examples of this.

2. The development of cyber security control specifications requires knowledge of more
than cyber security (Steps 1.3, 2.5). Without all of the relevant knowledge present while
applying the methodology, the process quickly bogged down. It is rare that the various
knowledge domains are resident in one or two people. In order to effectively determine how
to apply cyber security controls the following knowledge is required:

— Cyber security controls and how existing cyber security controls are applied within the
plant.

— Existing processes such as Engineering Design/Modification, Configuration
Management, and Procurement. (Step 1.2)

— Device and system Use Case, Data Flow, and Access Points for the intended application
within the plant. (Step 2.2)

— Detailed knowledge of how a device functions, including communication ports and
protocols, firmware and software, interfaces, how a device is configured, logging and
alerting capability, embedded security features, etc. (Step 2.2)

3. Existing features and functions that are not specifically designed for cyber security can
and should be used for cyber security where applicable (Steps 2.2, 2.5, 3.2, 4.1).
However, the translation of those features and functions to cyber security can be difficult.
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An example is alerts and logs that are intended for operations and maintenance such as
configuration change and maintenance logs. When the engineer knowledgeable about a
device was asked about any cyber security logs, the answer was that there are no cyber
security logs. However, when asked what logging and alerting was available, the engineer
was able to answer that there are a number of alerts that are stored on the device and can be
offloaded to a file external to the device. In fact, one alert that was “logged” was when the
write protect switch position was changed that would be a useful cyber security event.

Understanding the logging capabilities, whether or not they are considered cyber security
logs is particularly useful for determining if and how to apply the security controls from D
2.2 Auditable Events, D 2.3 Content of Audit Records, and D 2.4 Audit Storage Capacity.

Many cyber security experts are coming into generation from IT or other domain
backgrounds and do not yet have the [&C knowledge that is needed and the 1&C engineers
do not yet have the cyber security knowledge that is needed. The cyber security specialist
and the device expert need to learn how to translate between the knowledge domains.

The application of the methodology flows quicker with familiarity and with
knowledgeable resources involved (Steps 2, 3). Even for the first time using the
methodology the process moved more quickly toward the end of the pilot than at the
beginning. That said, developing meaningful specifications could be time consuming for the
first few iterations. See also 3.2.8. Each pilot, including the vendor initiated pilot,
demonstrated that at this point in the maturity of the industry, the lack of cyber security
training, knowledge, experience, and resources makes the process more difficult.

As the industry matures, it is expected that the process will become easier and less time
consuming, particularly once the vendors are able to fully document and communicate how
their product features and functions meet the cyber security requirements.

The project evaluated the problem and the methodology in light of this information to
determine if the methodology could be modified to make the process less difficult and time
consuming. Some improvements to the methodology were identified (see Section 3.3). The
process will be streamlined through repetition for the same or similar devices and systems,
however the initial specification development requires the level of effort and knowledge
as described in the methodology.

Introduction of cyber security requirements expands the traditional architectural
diagrams to include Data Flows and Access Points (Step 2.2). Engineering traditionally
includes network and communication diagrams in the engineering change package, if the
procurement involves an engineering change package. The typical architecture diagrams
often do not contain the information needed to determine cyber security requirements. Cyber
security requirements resulted in modifying the architectural and communication diagrams to
capture the data flow and access point details required to apply the methodology.
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10.

11.
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As discussed in Step 3.8 of the methodology, most vendors have implemented some level
of security within their development environments, but do not think of the development
environment as meeting a customer cyber security requirement (Step 3.8). And in some
cases, will reply that no specific secure development environment exists, or that the
development environment is confidential and proprietary and cannot be shared.

There are some exceptions. In discussions with participating owners and vendors, it was
discovered that some nuclear vendors are building secure development environments as a
result of nuclear requirements, or on a project basis as a result of large project requirements.
These vendors are prepared to respond to requirements specifications and have supporting
documentation.

The Methodology can be applied by vendors to develop standard responses to cyber
security specifications (Steps 2, 3). The vendors know the most likely Use Cases for their
products and can develop standard specifications and responses using the methodology.
However, the vendors face the same resource availability and training constraints as the
Owners.

A face to face workshop over two days with all roles present, greatly facilitates
development of the specifications (Steps 2, 3). Learning the methodology and how to
apply it requires some training, practice, and involves multiple roles. Working through the
methodology as a team for the first few times speeds up the process and establishes a dialog
within the team to speed up the process in the future.

Limiting product options that are purchased to only those required, may reduce the
number of cyber security controls that apply, and reduce the level of effort to apply the
methodology (Steps 2.1, 2.2). It was revealed, particularly for the replacement devices, that
the engineering and procurement teams wanted to purchase many or all available options for
the device, “in case we need the capability in the future”. Some of these options expand the
attack surface and introduce additional attack vectors. For example, the recorder can be
purchased with optional RS232 or RS485 serial ports with PROFIBUS capability that is not
used in the current plant architecture. It may be more efficient to develop technical and
cyber specifications concurrently.

Certain configurations and tasks that are low level, disruptive, and time consuming
should be locked down in early iterations of the design (Steps 2.1, 2.2). For example, the
hardware chassis and physical communication ports required. This is particularly important
for more complex custom design and integration projects.

Use of existing processes and tools can complement the methodology (Steps 1, 2, 4).
Approaches to analyzing assets and determining how to protect them parallel the same
activities as described in the methodology. An example is the assessment tool used in the
recorder digital upgrade pilot. The owner developed a procedure and software tool to
determine the applicable controls for an asset and how the Cyber Security Control
Implementation Strategy (SCIS) from NEI 10-09 [8] applies to an asset. The tool was
applied while executing Step 2.3. The process was effective and saved several hours of
effort to walk through the controls manually.
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3.2 Organization, Resources, and Existing Processes and Procedures

1.

3-4

Cyber Security Assessment Team (CSAT) maturity and availability are an issue that
requires “overhead” to educate and obtain resources (Step 1). Similar to 3.1.1 and 3.1.2.
The resources in both cyber security and engineering that have the experience and skills to
apply the methodology are limited and are committed to the initial assessment of the existing
plant assets. Making these resources available or to train new resources to apply the
methodology requires management to make some decisions about priority. It is anticipated
that this constraint will ease as the industry assigns more trained resources, and gains
experience.

Cyber security is not a “bolt on” (Step 1.2). Similar to 3.1.9. Cyber security should be
included as an integral part of every component and process. This is a significant lesson
learned from the DCS project, however it also became apparent in each of the other pilots.

The knowledge required to apply the methodology resides in multiple individuals with
different roles (Step 1.3). When working through the Use Case (Step 2.2), owner versus
supplier responsibilities (Step 2.4), and the specific requirements (Steps 2.3, 2.5), if became
apparent that all of the roles need to be present and engaged in a meeting room in a highly
collaborative approach. Several participants attempted to work through these steps in a linear
manner without all the roles present, and within a few hours realized that no progress was
made and stopped the process. Similar to 3.1.1 and 3.1.2.

Resource availability is a constraint (Step 1.3, Step 2). Particularly I&C engineers and
cyber security experts. With the increased use of 1&C digital devices and systems that
include cyber security, coupled with budget constraints, there is a shortage of qualified
resources within each organization. The participating owners and vendors are in the process
of implementing cyber security and have already committed the limited resources to existing
projects. In all of the pilots with the exception of the large DCS procurement, the process was
significantly delayed or postponed due to resource constraints.

Existing Procurement and Engineering Procedures need to be modified (Step 1.2).
Although procedures exist for all aspects of the engineering modification and procurement
process, the steps in the methodology need to be incorporated. The pilots were delayed while
the various departments involved determined how to modify existing procedures to
accommodate cyber security. In particular, incorporating the language for the General Cyber
Security Specification (Step 3) and the language from the Project Specification (Step 2).
Although the example Specifications provide sample language, the language needs to be
reviewed and modified to fit within the existing programs and procedures. Similar to 3.2.2.

Owners and Vendors have not yet developed processes and procedures for developing
cyber security requirements, specifications, and responses (Step 2, 3, 4). Several
examples of procedures, requirements, and specifications that were developed without the
methodology were either 1) too high level and incomplete, 2) copied directly from NEI 08-09
or, 3) simply referenced NEI 08-09. Step 2.5 describes how to take the Use Case, Data Flow,
and Supplier responsibility and translate those into meaningful specifications and
requirements based on the original NEI 08-09 or CIP requirements.
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Early use of the attack surface analysis buy the application of established device/system
criteria can rapidly converge the methodology to the remaining controls of interest
(Step 2.2.3.1). The use of existing plant SCIS or other general criteria that identifies
interfaces, data flows, user functions, etc. that define the attack surface can allow a large
number of controls to be eliminated by demonstrating that a vulnerability does not exist.

Cyber Security was not brought in at the detail level early enough in the process (Step
2.2, 2.5). Attempts to utilize information from the cyber security assessments showed that
some assessments did not include enough detail. This resulted in rework to discover the level
of detail necessary. Examples include determining auditable events and what profiles exist
for attack vectors.

5% to 10% additional time (level of effort) was required in the DCS project for cyber
specification mapping and development (All Steps). The DCS project attempted to
capture the level of effort to incorporate cyber security into the entire process. They estimate
that an additional 5% to 10% level of effort is required to incorporate cyber security.

A complete cyber security specification (in addition to the table of controls), that
included a documented basis, helped to justify design/purchase decisions to
management and leads to consistent implementation (Steps 2, 3). The DCS project
developed a thorough and complete technical requirements document for both the network
and the DCS platform, as well as a cyber security requirements document. These documents
greatly facilitated communication with the vendor and management and helped to justify
design and purchase decisions.

Procurement and Procurement Engineering are not the correct organization to apply
the methodology (Step 1.3) unless they are assigned the appropriately trained resources.
Because the pilots were associated with procurement several of the owners assigned
procurement and procurement engineering resources to the pilot. Procurement and
procurement engineering do not have the training and experience that is required. Their
experience is more relevant for the general specification, but will still require cyber security
expertise to complete the general specification. Procurement expertise is required to
incorporate the process and results into the procurement process.

Resources for procurement of replacement components that are not part of an
Engineering Change package needs to be addressed (Step 1.3). Procurement of
replacement components is typically performed by procurement and procurement
engineering without the involvement of engineering or cyber security. If a standard cyber
security specification has not been prepared for a like component, resources will have to be
assigned to create the cyber security specifications.

Involve the supplier (Steps 2, 4). Because detailed knowledge of the asset is required in
order to determine how to protect the asset, the supplier technical and cyber security
resources can be an effective extension of the owner’s resources. During the DVC pilot a
dialog was established with vendor to answer some questions about firmware and software
revisions and how alarms and events are logged. The vendor responses were appropriate and
helpful.
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14. Allow time for the initial application of the methodology (All Steps). Allow time for
allocation of resources, training, revision of standard procedures and documents, and fact
finding and communication with the supplier. Anticipate difficulties to ensure that the
procurement does not interfere with other activities such as outage planning. This upfront
effort will save time over the long run once a procurement specification is developed it can
be used and or slightly altered for future procurements of like equipment.

3.3 Cyber Security Procurement Methodology [1]

1. Consider producing another revision to the methodology (and examples) to incorporate
lessons learned once the pilot projects are complete (All Steps).

2. Revise the methodology to describe how to look for and utilize non-cyber security
device features and functions for cyber security (Steps 2.5, 3.4). As described in 3.1.3.

3. Add a column to the cyber security control table (Step 2.5, 4.3, 4.5) to include how the
control is actually implemented including any compensating controls or exceptions to
the plant cyber security strategy. The DCS project spreadsheet added several columns that
described both how the control was implemented and referenced the applicable paragraphs
from the technical and cyber security requirements documents.

4. Add a column to the cyber security controls specification table to describe how a cyber
security control can be tested per NEI 08-09 E3.6 “Security Function Validation” (Step
2.5). Likely that the method to test will be determined jointly between the vendor and the
owner during finalization of the specification (Step 4.5).

5. Revise Example 1 [2] to replace the Single Loop Controller (SLC) with a Digital Valve
Controller (DVC) and revise the Project Specification to make the example more
realistic (All Steps). A revision to example 1 was published during the project. Application
of Cyber Security Procurement Methodology, Example 1: Digital Valve Controller, Product
ID 3002003257 [2] is referenced in this report.

6. Revise methodology to discuss influence of cyber security on technical design and
specifications to reduce the number of optional technical features (Steps 1.2, 2.1, 2.2).
See 3.1.9.

3.4 Overall Conclusion

The Cyber Security Procurement Methodology [1] is an effective approach assuming that certain
conditions are in place when executing the methodology:

e Appropriately trained resources are available and engaged, including asset technical
knowledge, cyber security, and procurement.

e The team has detailed knowledge of how the plant cyber security strategy is applied to assets
of a similar type.

e Detailed technical information is known about the asset including items such as event/alert
types and behavior of events/alerts, and communication protocols and ports.

e Procurement is prepared to determine how to modify existing procurement processes to
incorporate aspects of the methodology.
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4.2 Definitions and Acronyms

4.2.1 Definitions

access points: The points within the data topology and data flow where a user could feasibly
access the critical data.

attack surface: The sum of all the software and hardware interface points that provide
pathways for a cyber attack. These can be physical and logical interfaces and protocol
connection points, as well as internal software structures that provide an executable code surface
to attack.

attack vector: The channel, mechanism, means, or mode that can be exploited to conduct an
attack or to circumvent the security environment and system cyber security controls of a
computer, digital device, or network.

compensating control: A technical, operational, or management cyber security control
employed by an organization in lieu of a required or recommended cyber security control that
provides an equivalent or better level of protection for a critical asset.
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component type: An I&C digital component or group of components that has similar use cases
and data flows for which a common set of cyber security controls may be applied.

critical asset: A digital component of a critical system or infrastructure that, if compromised,
represents a risk.

In this report, critical asset is interpreted to mean critical digital assets (CDA), critical cyber
assets, or critical assets that are defined in various ways according to the governing standard and
the buyer’s cyber security policies and procedures. This report does not provide guidance for
how a critical asset is identified. The report assumes that the buyer has a method for identifying a
critical asset and that the standard or guidance listed applies to the identified critical assets.

critical data: The digital information that is contained within a critical asset and that, if
compromised by a malicious attack, could affect the performance of the critical asset.

Critical data includes digital information beyond just the process data. Examples of critical data
are:

e Process control data such as process variables

e Set Point data

e Tuning data

e Firmware

e Application software and operating system software and all associated files
e Security software and all associated files

¢ Files that contain data such as data tables, configuration, numbers, logs, security information,
etc.

e Database tables and associated database files
e Network or transmission protocol data
e Test equipment files and information that could be connected to the critical asset

e Macros, formulas, and calculations whose resultant data are used as design input or to
directly control plant equipment

data flow: The direction, path, method, and state (in transit or at rest) of the critical data as it
flows through the data topology.

data topology: A logical and physical network, usually depicted in the form of a diagram, of the
paths and connectivity with various devices and networks for the critical data.

development asset: A digital device or system that is used for the development, testing,
monitoring, or maintenance of I&C components or a systems in which the 1&C components or
systems are intended for use as a critical asset by the facility owner/operator.

In some cases, development assets are used for monitoring or maintenance in the operational
environment for troubleshooting. For example, consider a PC in a supplier’s development
environment that is used to configure the data in a controller that is being purchased by an
owner/operator. The controller will become a critical asset when installed on site and will be
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protected according to the owner/operator’s policies and procedures. However, the supplier’s
configuration PC is never installed on site, but can be compromised by a cyber attack and,
therefore, compromise the data on the controller prior to shipping; it is therefore a development
asset that must be protected for nuclear safety systems and in other cases in accordance with the
supplier’s policies and procedures or as specified by the owner/operator.

factory acceptance test: The factory acceptance test (FAT) is necessary to verify that all
features and functions, including security features, function properly and provide the expected
levels of functionality. In general, prior to initiation of each FAT, the supplier shall install all
operating systems and application patches, service packs, or other updates certified for use with
the provided system by the time of test, and documentation of the configuration baseline. FAT is
a process, not an event, and could in fact extend over several weeks or months [5].

instrumentation and control (I&C) systems: Supervisory control and data acquisition
(SCADA) system, process control system (PCS), distributed control system (DCS), and
industrial control system (ICS) generally refer to the systems that control, monitor, and manage
the nation’s critical infrastructures such as electric power generators, subway systems, dams,
telecommunication systems, and natural gas pipelines. Simply stated, a control system gathers
information and then performs a function based on established parameters and/or information
received.

management cyber security controls: Management controls are cyber security controls that
focus on the management of risk and the management of CDA security. Examples of
management cyber security controls include the system and services acquisition cyber security
controls.

Methodology: When used as a capitalized noun in this report, refers to the methodology
published in EPRI report 3002001824, Cyber Security Procurement Methodology, Rev. I [1].

operational cyber security controls: Operational cyber security controls are primarily
implemented and executed by people (as opposed to systems). Examples of operational controls
include cyber security awareness and training and the configuration management cyber security
controls.

secure development and operational environment (SDOE): Secure development environment
is defined as the condition of having appropriate physical, logical, and programmatic controls
during the system development phases (that is, concepts, requirements, design, implementation,
and testing) to ensure that unwanted, unneeded, and undocumented functionality (such as
superfluous code) is not introduced into digital safety systems. Secure operational environment
is defined as the condition of having appropriate physical, logical, and administrative controls in
a facility to ensure that the reliable operation of safety systems is not degraded by undesirable
behavior of connected systems and events initiated by inadvertent access to the system. RG
1.152 Revision 3, “Criteria for Use of Computers in Safety Systems of Nuclear Power Plants,”
defines the requirements for an SDOE for nuclear safety systems.

site acceptance test: The asset owner’s site acceptance test (SAT) typically repeats a subset of
an FAT after system installation with additional integrated functions. Typically, the SAT is
performed before the cutover or commissioning to validate that the site installation is equivalent
to the system tested at the factory. Like the FAT, the SAT may extend over several weeks or
months and may occur at multiple locations.
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system or software development life cycle (SDLC or SDL): Each organization is generally
expected to have its own life cycle that is thoughtfully and purposefully created and followed to
ensure high quality. Several standards and methodologies are available as references or for use,
such as Handbook for Verification and Validation of Digital Systems (EPRI TR-103291-R1).

technical cyber security controls: Cyber security controls (that is, safeguards or
countermeasures) for a critical asset that are primarily implemented and executed by the critical
asset through mechanisms contained in the hardware, software, or firmware components of the
asset.

Examples of technical cyber security controls include session lock, and audit storage capacity.

Use Case: A description of the intended functional and logical implementation and configuration
of a component and its associated devices and critical data within the context of the facility cyber
security strategy. A Use Case identifies, clarifies, and organizes system requirements. The Use
Case is made up of a set of possible sequences of interactions between systems and users in a
particular environment, related to a particular goal. The Use Case should contain all system
activities that have significance to the users or the data flow that must be protected. A Use Case
can be thought of as a collection of possible scenarios that are related to a particular goal.

4.2.2 Acronyms and Abbreviations
BES Bulk Electric System
CA/CDA critical asset/critical digital asset

CFR code of federal regulations

CSAT Cyber Security Assessment Team

DCS distributed control system

DFW digital feedwater

DHS U.S. Department of Homeland Security
DVC Digital Valve Controller

EPRI Electric Power Research Institute

FAT factory acceptance test

HSI human system interface

HMI human machine interface

1&C instrumentation and control

ICS industrial control system

IEC International Electrotechnical Commission
ISA International Society of Automation

ISO International Organization for Standardization
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M&TE
NEI
NERC
NERC-CIP
NIST
NISTIR
NITSL
NRC
NSIR
PMD

RG

SAT

SCIS
SDLC/SDL
SDOE
SIEM

DVC

SME

SNTP

SP
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measurement and test equipment

Nuclear Energy Institute

North American Electric Reliability Corporation
NERC Ceritical Infrastructure Protection
National Institute of Standards and Technology
NIST Interagency Report

Nuclear Information Technology Strategic Leadership
U.S. Nuclear Regulatory Commission

U.S. Nuclear Security and Incident Response
Portable and Mobile Device

Request for Information

Request for Proposal

Request for Quote

Regulatory Guide

site acceptance test

Cyber Security Control Implementation Strategy
software development life cycle

secure development and operational environment
security information and event management
Digital Valve Controller

subject matter expert

simple network time protocol

Special Publication
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CYBER SECURITY CONTROLS WORKSHEET
TEMPLATE SAMPLE

Figure A-1 below is a sample of a cyber security controls worksheet template that is provided as
an MS Excel worksheet in Attachment A of the report pdf file. The worksheet includes the
columns from the cyber security controls tables in the Methodology and associated examples, as
well as additional columns to capture the results of evaluating the supplier responses.

A-1



Cyber Security Controls Worksheet Template Sample

[NEI0809 | Security Control

Specific Requirements

Supplier Response

Identified Gaps

Gap Resolution

Control Testing Methods

Final Specification

[Technical Controls

[rcesss conrals
—— [ r—— -
Jors o o P omr
i Scmae: [oovcn sommae:
Jorz Aecouet Maragamert o
loesa senean: [oeven soreus:
[oren [omen:
Ipia rm— e
lowsa senman: s sommss:
Jora nomaton Fom Exfosarart | O
|prica Scmmar: [paven Scnmae:
Jois ‘Separssoncl utes. O
loese senean: [oswen sommus:
[oren [orven
Ipia LousiPrige. e
Jowsa senean: s sommss:
Ipir Unscos Logn Aemgia | O
[r— e
Jora m— O
Jora sonman: [omven sormus:
[oren o
Joia P g et ot O
Jowsa senman: s sommus:
Ioro Bosson Lock e
ra— R
i g Ptz [ [poen: [paven:
i ‘Com - oo soame
= [Beves:
Pamineg csens o
Joriz S
dardtimion & Jivammegion - ascn Sotmare:
[ [
Ipris Ao Marirg O
|oevsa scrmare: [oevca sonmas:
o= [
Jorse [r—— o
= [Beves:
Jorss Notwork Ao Gt e
[orén Sctmar: [omen Sotm:
[ [
Jores Operirasauns proves peamtna|  Owner
o= f—
Jorr WA omr
= [beves:
Jorse s ans s Comrscions | O
[orin Scmar: [omn Sotma:
[ [
Jorie e Gorte v Mtk Dwecas | Oner
ot =
Jor= Proprary Pt Vst o
= [bevea:
Jora s pay Preaucs anacomoi | Ownee
|wice Scteas: —
[pevn [Beves:
Jorza o Ecwma Syt o
[pwice Scmas: [pavon Sctmn:
oo [
o Pt e A esvecmn | Ommer
[Seriicntar ana Authemica s
[oewm: 1 (comman Covmy =
4 Procesres v Scnmse: T
[pwa -
Ipea e arabeaion nd Atharscsion | O
——— Do S

Figure A-1

Sample layout of procurement specification template
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Security Controls



		NEI 08-09		Security Control		Responsibility		Device		Device Software		Specific Requirements		Supplier Response		Identified Gaps		Gap Resolution		Control Testing Methods		Final Specification

		Technical Controls

		Access Controls

		D1.1		Access Control Policies and Procedures		Owner						
Device:  N/A Common Control

Device Software:		Device:

Device Software:

		D1.2		Account Management		Owner						Device:  

Device Software:		Device:

Device Software:

		D1.3		Access Enforcement		Owner						Device:  

Device Software:		Device:

Device Software:

		D1.4		Information Flow Enforcement		Owner						Device:

Device Software:		Device:

Device Software:

		D1.5		Separation of Duties		Owner						Device: 

Device Software:		Device:

Device Software:

		D1.6		Least Privilege 		Owner						Device: 

Device Software:		Device:

Device Software:

		D1.7		Unsuccessful Login Attempts		Owner						Device:  

Device Software:		Device:

Device Software:

		D1.8		System Use Notification		Owner						Device:  

Device Software:		Device:

Device Software:

		D1.9		Previous Login Notification		Owner						Device:  

Device Software:		Device:

Device Software:

		D1.10		Session Lock		Owner						Device:  

Device Software:		Device:

Device Software:

		D1.11		Supervision and Review – Access Control		Owner						Device: 

Device Software:		Device:

Device Software:

		D1.12 		Permitted Actions Without Identification or Authentication		Shared						Device:  

Device Software:		Device:

Device Software:

		D1.13		Automated Marking		Owner						Device:

Device Software:		Device:

Device Software:

		D1.14		Automated Labeling		Owner						Device:

Device Software:		Device:

Device Software:

		D1.15		Network Access Control		Owner						Device:  

Device Software:		Device:

Device Software:

		D1.16		“Open/Insecure” Protocol Restrictions		Owner						Device: 

Device Software:		Device:

Device Software:

		D1.17		Wireless Access 		Owner						Device:

Device Software:		Device:

Device Software:

		D1.18		Insecure and Rogue Connections		Owner						Device:

Device Software:		Device:

Device Software:

		D1.19		Access Control for Mobile Devices		Owner						Device:

Device Software:		Device:

Device Software:

		D1.20		Proprietary Protocol Visibility		Owner						Device:

Device Software:		Device:

Device Software:

		D1.21		Third-Party Products and Controls		Owner						Device: 

Device Software:		Device:

Device Software:

		D1.22		Use of External Systems		Owner						Device: 

Device Software:		Device:

Device Software:

		D1.23		Public Access Access Restrictions		Owner						Device:

Device Software:		Device:

Device Software:

		Identification and Authentication

		D4.1 		Identification and Authentication Policy and Procedures		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		D4.2		User Identification and Authentication		Owner						Device: 

Device Software:		Device:

Device Software:

		D4.3		Password Requirements		Owner						Device: 

Device Software:		Device:

Device Software:

		D4.4		Non-Authenticated Human Machine Interface (HMI) Security		Owner						Device:

Device Software:		Device:

Device Software:

		D4.5		Device Identification and Authentication		Owner						Device:

Device Software:		Device:

Device Software:

		D4.6		Identifier Management		Owner						Device: 

Device Software:		Device:

Device Software:

		D4.7		Authenticator Management 		Owner						Device: 

Device Software:		Device:

Device Software:

		D4.8		Authenticator Feedback		Owner						Device:

Device Software:		Device:

Device Software:

		Audit and Accountability

		D2.1		Audit and Accountability Policy and Procedures		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		D2.2		Auditable Events		Owner						Device:  

Device Software:		Device:

Device Software:

		D2.3		Content of Audit Records		Owner						Device: 

Device Software:		Device:

Device Software:

		D2.4		Audit Storage Capacity		Owner						Device: 


Device Software:		Device:

Device Software:

		D2.5		Response to Audit Processing Failures		Owner						Device: 


Device Software:		Device:

Device Software:

		D2.6		Audit Review, Analysis, and Reporting		Owner						Device:

Device Software:		Device:

Device Software:

		D2.7, D2.12		Audit Reduction and Report Generation		Owner						Device: 

Device Software:		Device:

Device Software:

		D2.8		Time Stamps		Owner						Device:

Device Software:		Device:

Device Software:

		D2.9		Protection of Audit Records		Owner						Device: 

Device Software:		Device:

Device Software:

		D2.10		Non-Repudiation		Owner						Device:

Device Software:		Device:

Device Software:

		D2.11		Audit Record Retention		Owner						Device:

Device Software:		Device:

Device Software:

		System and Communications Protection

		D3.1		System and Communication Protection Policy and Procedures		Owner						Device:  N/A (Common Contol)

Device Software:		Device:

Device Software:

		D3.2		Application Partitioning/Security Function Isolation		Owner						Device:

Device Software:		Device:

Device Software:

		D3.3		Information in Shared Resources		Owner						Device:

Device Software:		Device:

Device Software:

		D3.4		Denial of Service Protection		Owner						Device:

Device Software:		Device:

Device Software:

		D3.5		Resource Priority		Owner						Device:

Device Software:		Device:

Device Software:

		E6		Boundary Protection		Owner						Device:

Device Software:		Device:

Device Software:

		D3.6		Transmission Integrity		Owner						Device:

Device Software:		Device:

Device Software:

		D3.7		Transmission Confidentiality		Owner						Device:

Device Software:		Device:

Device Software:

		D3.8		Trusted Path		Owner						Device: 

Device Software:		Device:

Device Software:

		D3.19		Protection of Information at Rest		Owner						Device:

Device Software:		Device:

Device Software:

		D3.9, D3.11, D3.12		Cryptographic Key Establishment and Management 		Owner						Device:  

Device Software:		Device:

Device Software:

		D3.10		Collaborative Computing Devices/ Unauthorized Remote Activation of Services		Owner						Device: 

Device Software:		Device:

Device Software:

		D3.11		Transmission of Security Parameters		Owner						Device: 

Device Software:		Device:

Device Software:

		D3.12		Public Key Infrastructure Certificates		Owner						Device:

Device Software:		Device:

Device Software:

		D3.13		Mobile Code		Owner						Device:

Device Software:		Device:

Device Software:

		D3.14, D3.15, D3.16		Secure Name/Address Resolution Service		Owner						Device:

Device Software:		Device:

Device Software:

		D3.17		Session Authenticity		Owner						Device:

Device Software:		Device:

Device Software:

		D3.18		Thin Nodes		Owner						Device:

Device Software:		Device:

Device Software:

		D3.20		Heterogeneity		Owner						Device:

Device Software:		Device:

Device Software:

		D3.21		Fail in a Known State		Supplier		X		X		Device: 

Device Software:		Device:

Device Software:

		System Hardening

		D5.1		Removal of Unnecessary Services		Owner						Device:  

Device Software:		Device:

Device Software:

		D5.2		Host Intrusion Detection System		Owner						Device:

Device Software:		Device:

Device Software:

		D5.3		Changes to File System and Operating System Permissions		Owner						Device:

Device Software:		Device:

Device Software:

		D5.4		Hardware Configuration		Owner						Device:


Device Software:		Device:

Device Software:

		D5.5		Patch Management		Owner						Device:  


Device Software:		Device:

Device Software:

		Operational Controls

		Media Protection

		E1.1		Media Protection Policy and Procedures		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E1.2		Media Access		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		D1.13, E1.3		Media Marking		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E1.4		Media Storage		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E1.5		Media Transport		Owner						Device:

Device Software:		Device:

Device Software:

		E1.6		Media Sanitation and Disposal		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		Personnel Security

		E2.1		Personnel Security Policy and Procedures		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E2.2		Personnel Termination or Transfer		Owner						Device:

Device Software:		Device:

Device Software:

		System and Information Integrity

		E3.1 		System and Information Policy and Procedures		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E3.2		Flaw Remediation		Owner						Device:  See D5.5

Device Software:		Device:

Device Software:

		E.3.3		Malicious Code Protection		Owner						Device: 

Device Software:		Device:

Device Software:

		D5.2, E3.4		Information System Monitoring		Owner						Device:

Device Software:		Device:

Device Software:

		E3.5 		Security Alerts, Advisories, and Directives		Owner						Device:  See D5.5

Device Software:		Device:

Device Software:

		E3.6		Security Functionality Verification		Owner						Device:

Device Software:		Device:

Device Software:

		E3.7		Software and Information Integrity		Owner						Device:  See E1.5

Device Software:		Device:

Device Software:

		E.3.8		Information Input Validation		Owner						Device:

Device Software:		Device:

Device Software:

		E.3.9		Error Handling		Owner						Device:

Device Software:		Device:

Device Software:

		E3.10		Information Output Handling and Retention		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E3.11		Anticipated Failure Response		Owner						Device:  N/A (Common control)

Device Software:		Device:

Device Software:

		Maintenance

		E4.1		System Maintenance Policy and Procedures		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E4.2		Maintenance Tools		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E4.3		Personnel Performing Maintenance and Testing		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		Physical and Environmental Protection

		E5.1		Physical and Environmental Policy and Procedures		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E5.2		Third Party Personnel Security		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E5.3		Physical and Environmental Protection		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E5.4		Physical Access Authorizations		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E5.5		Physical Access Controls		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E5.6		Access Control for Transmission Medium		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E5.7		Access Control for Display/Output Medium		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E5.8		Monitoring Physical Access		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E5.9		Visitor Control Access Records		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		Security Strategy and Program Management

		E6, E12		Risk Management and Defensive Strategy		Owner						Device:

Device Software:		Device:

Device Software:

		E.6		Defense-in-Depth Security Architecture		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		Attack Mitigation and Incident Response

		E7.1		Incident Response Policy and Procedures		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E7.2		Incident Response Training		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E7.3		Incident Response Testing and Drills		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E7.4		Incident Handling		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E7.5		Incident Monitoring		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E7.6		Incident Response Assistance		Owner						Device: 

Device Software:		Device:

Device Software:

		Contingency Planning

		E8.1 		Contingency Plan		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E8.3		Contingency Plan Training		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E8.2		Contingency Plan Testing and Exercises		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E8.4		Alternate Storage Site		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E8.5		Information System Backup		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E8.6		Recovery and Reconstitution		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		Awareness and Training

		E9.1		Security Awareness and Training Policy and Procedures		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E9.2		Security Awareness		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E9.3		Security Technical Training		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E9.4		Specialized Cyber Security Training		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E9.5		Situation Awareness		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E9.6		Feedback		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E9.7		Security Training Records		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E9.8		Contacts with Security Groups and Associations		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		Section 4.11		Cyber Security Team		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		Configuration Management

		E10.1, E10.2		Configuration Management Policy and Procedures		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		D5.4, E10.3		Baseline Configuration		Owner						Device:  

Device Software:		Device:

Device Software:

		E10.4		Configuration Change Control		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E10.5		Security Impact Analysis		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E10.6		Access Restrictions for Change		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E10.7		Configuration Settings		Owner						Device:  N/A (Common Control)

Device Software:		Device:

Device Software:

		E10.8		Least Functionality		Owner						Device:

Device Software:		Device:

Device Software:

		E10.9		Component Inventory		Owner						Device:

Device Software:		Device:

Device Software:

		Management Controls

		System and Services Acquisition

		E11.1		System and Service Acquisition Policy and Procedures		Owner						Device:  N/A Common Control

Device Software:		Device:

Device Software:

		D5.5		Life Cycle Support		Owner						Device:   See General Supply Chain Requirements

Device Software:		Device:

Device Software:

		E11.2		Supply Chain Protection		Owner						Device:   See General Supply Chain Requirements

Device Software:		Device:

Device Software:

		E11.3		Trustworthiness		Owner						Device:   See General Supply Chain Requirements

Device Software:		Device:

Device Software:

		E11.4		Integration of Security		Owner						Device:   See General Supply Chain Requirements

Device Software:		Device:

Device Software:

		E10.4		Developer Configuration Management		Owner						Device:   See General Supply Chain Requirements

Device Software:		Device:

Device Software:

		E11.5		Developer Security Testing		Owner						Device:   See General Supply Chain Requirements

Device Software:		Device:

Device Software:

		Risk Assessment

		E6, E12		Risk Assessment Policy and Procedures		Owner						Device:

Device Software:		Device:

Device Software:

		E6		Security Categorization		Owner						Device:

Device Software:		Device:

Device Software:

		E6, E12		Risk Assessment		Owner						Device:

Device Software:		Device:

Device Software:





Drop Down List

		Owner

		Supplier

		Shared







