
Abstract
Communication technologies have advanced at 
a rapid pace, leading to abrupt and widespread 
incorporation of communication capability in 
consumer and commercial/industrial devices. 
Although this capability is most common in 
low-power electronics such as computers and 
televisions, communication features are now 
showing up in large-load devices that are of sig-
nificant impact to the electric power grid. These 
devices are of interest to utilities because it will 
become increasingly necessary to monitor and 
manage them as variable generation such as 
solar photovoltaics becomes more common.

Depending on how communication capability 
is designed, future generations of products may 
be more or less accessible and compatible with 
home automation and grid-supportive systems. 
Although compatibility with energy programs 
may be among the reasons a manufacturer adds 
communication capability to their products, 
multi-brand interoperability and long-term sus-
tainability of access is often not.

In this broad context, this whitepaper identifies 
the values of direct, standard, and open access 
to devices. These terms are defined and con-
trasted with alternatives. Some of these values 
relate to risk-mitigation, addressing risks that 
are unavoidably taken if such access does not 
exist. Through the design of utility programs 
and communication architectures, the electric 
power industry is creating a unique opportunity 
for connected large-load devices. With support 
from device manufacturers, this opportunity 
can allow consumers/owners of devices to par-
ticipate in new and innovative ways to maxi-
mize the value received.
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Situational Analysis
Communication technologies have progressed 
rapidly in recent years. The progress has been 
driven by consumer connectivity, voice and 
data services, and has been enabled by advance-
ments in RF system-on-chip (SOC) devices 
that integrate transceiver and microprocessor 
elements. These components reduced the cost, 
size, and power consumption of two-way com-
munication products. Just a few years ago, a 
two-way radio was composed of hundreds of 
discrete components and was difficult to manu-
facture. Today, similar performance is achieved 
with just a few components and is significantly 
smaller and less expensive. As a result, commu-
nication capability is appearing everywhere – 
not just in computers and cell phones, but in 
smaller, simpler things such as televisions, 
watches, and even tennis shoes.

Meanwhile, the nature of the electric grid is 
changing. The emergence of distributed energy 
resources (DER) such as solar photovoltaic 
(PV) systems and battery storage are shifting 
the target of system control and balance from 
central bulk generation to widely dispersed 
loads and distributed resources. Utilities are 
actively deploying information and communi-
cation systems that increase connectivity 
between field devices, substations, and opera-
tions. Sensors of many types make more sense, 
now that their data can be cost effectively trans-
ported, monitored, and used for analytics.

These trends in the communication and utility 
industries naturally converge in consumer 
products that are significant consumers of elec-
tric power, because of core changes in the way 
electricity is generated and delivered. As genera-
tion becomes more distributed and intermit-
tent, as is the case with solar and wind energy, it 
is increasingly necessary that loads be informed 
and responsive to grid conditions. This is 
because the operation of the electric power grid 
is such that the total power produced must 
equal the total power consumed at all times. 
For products that operate in areas of highly 
variable renewable generation, knowing when 
and how to consume energy becomes as impor-
tant as how much they consume. Energy con-
sumption could even become transactive – with 
end devices and facilities negotiating with 
energy sources or markets prior to consump-

tion. In any case, communication systems that 
connect these resources become mission-critical 
when the connected devices exist in quantities 
capable of disrupting the grid.

Terminology Explained
Consumers that purchase connected devices 
may do so for a variety of reasons and may have 
wide-ranging ideas of how they will be used and 
the benefits that will be realized. Motives for 
connectivity will likely vary by product type, 
with some products serving remote automation 
purposes and others such as water heaters serv-
ing more functional, energy-related purposes.

Likewise, manufacturers who add communica-
tion capability to their products may do so for a 
variety of reasons and with a variety of business 
opportunities in mind. Manufacturers will 
make decisions regarding product design, cus-
tomer relationships, data management, and 
future opportunities.

This paper addresses one particular aspect that 
will be a factor for both buyers and sellers: 
whether the local communication interface to 
the product is standard or proprietary. Before 
continuing, it is useful to define a few terms 
that relate to connectivity. These are sometimes 
used interchangeably but are in fact distinct and 
should be considered individually. In the con-
text of this paper, the following definitions 
apply:

Open: When referring to communication 
interfaces, the term “open” identifies whether 
or not the technical description is available and 
freely usable by any interested party. For exam-
ple, a communication protocol description that 
can be downloaded from a vendor’s website and 
used by other companies without limitation or 
royalties would meet this definition of “open”, 
whereas a protocol description that can only be 
obtained through special business partnership, 
under NDA, with royalties or other strings 
attached would not be considered “open”.

It should also be noted that “open” does not 
mean “standard” (see definition below). Terms 
such as “open” are sometimes used loosely, and 
may be used in a way that does not fit this defi-

nition, therefore care must be taken in all cir-
cumstances to verify the situation. The opposite 
of “open” in this context could be referred-to as 
“closed” or “secret” in that the entity that cre-
ated the protocol protects it and chooses to 
retain control over access by other entities.

Standard: What makes a communication speci-
fication a standard is being owned and managed 
by a legal standards development organization 
(SDO) such as those recognized by the Interna-
tional Standards Organization (ISO). Examples 
of SDOs include the American National Stan-
dards Institute (ANSI), International Electro-
technical Commission (IEC), and the Institute 
of Electrical and Electronics Engineers (IEEE). 
SDOs ensure proper governance, providing fair 
and open opportunity to all interested stake-
holders to participate in the process of main-
taining and evolving the specification going 
forward. Although sometimes criticized for 
being slow, SDO development processes are 
rigorous, transparent, and well planned. They 
help ensure a quality specification through 
broad participation, review, public comment, 
and resolution.

The opposite of “standard” is “proprietary” 
which indicates that a protocol is created-by 
and unique to the products manufactured by a 
particular company. Standards are inherently 
“open”, whereas proprietary specifications may 
be either open or closed. Standards tend to 
endure and become most common over time.

The term “application programming interface” 
(API) refers broadly to any specification that 
explains how to access, or communicate with, a 
device or software product. In this sense, com-
munication-related open standards are one 
kind of API. But in the common vernacular, 
“API” often refers to a proprietary specification 
rather than a standard.

Direct Access: “Direct Access” relates to where 
in the communication pathway an open, stan-
dard interface exists. All communication fol-
lows some path to reach an end device. These 
paths may flow through head-ends, cloud appli-
cations, servers, networks, gateways, and/or 
other physical products as illustrated in Figure 
1 (see page 3).
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1 Microsoft Explorer and Netscape Navigator were rapidly developing new features with their browsers in an attempt to capture the emerging market provided by the  
world wide web.

Specifically, “Direct Access” in the context of 
this paper means that an open, standard inter-
face exists at the device. Generally speaking, if 
open, standard interfaces are provided only at 
some other point, then access to the product is 
ultimately controlled in some fashion and 
access may be blocked or lost in the future as 
discussed in this paper. Direct access does not 
preclude the existence of other systems identi-
fied in Figure 1 such as the provisioning of gate-
ways, networks, and cloud applications by 
device manufacturers and other parties. It sim-
ply provides that in addition to whatever other 
equipment and services are offered, the product 
is also directly accessible.

Value of Open, Stan-
dard, Direct Access
This paper is focused on identifying the value of 
open, standard, direct access to devices and in 
noting the risks that are assumed if such access 
does not exist. Before diving into this material 
however, it is useful to acknowledge that there 
are certain reasons a consumer or manufacturer 

may be drawn to use a proprietary interface, at 
least initially. Locking-in the customer and 
avoiding competition may be a factor, but there 
are also possible technical motivations:
•	 	Standards may not exist or may be lacking 

in scope, and the manufacturer has creative 
ideas that demand that non-standard infor-
mation be exchanged

•	 	Standards processes are slow, and the manu-
facturer can bring product to market in a 
more timely fashion

•	 	Standards may lack clarity, and interopera-
bility between the products of a small com-
munity of business partners may be simpli-
fied by closely managing the interfaces 
between multiple devices or software

•	 	The manufacturer may have concerns about 
the security of open alternatives

It is the goal and responsibility of SDOs to 
address these concerns, maturing standards to a 
level that addresses the technical needs. If and 
when this is accomplished, a wide range of ben-
efits to manufacturers, the electric power sys-
tem, and the general public are achieved.

In new or immature markets, vendor innova-
tions will often outpace the development of 
standards. The development of the Hypertext 
Markup Language (HTML) and the “browser 
wars1” provides a recent example. As initial ver-
sions of HTML were published, Netscape and 
Microsoft more or less supported the existing 
HTML standard, but also added innovations 
ahead of the standard. However, these innova-
tions would eventually be published in new 
HTML versions. HTML rapidly evolved over a 
decade and stabilized on version 4.01, which 
created a foundation for innovation predicated 
on predictable behavior. A full fifteen years 
then elapsed before a new version was released, 
reflecting a technology and market that had 
matured.

Building on the definitions in the preceding 
section, this paper makes the case that commu-
nication interfaces for grid-supportive con-
nected devices should be open, standards-based, 
and direct access. The combination of these ele-
ments provides a wide range of benefits and 
reduces or eliminates a number of significant 
risks as outlined in the following sections and 

Vendor/Aggregator IoT Platform HEMS/BEMS

Third Party

Vendor

Devices

Utility Signals

Aggregator-
Level Access

Cloud/Platform-
Level Access

Facility-
Level Access

Device-
Level Access

Figure 1. Examples of Connected-Device Access at Various Levels
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summarized in Table 1. These benefits may be 
realized by the consumer, the integrator, and/or 
the utility in relation to achieving goals of safe, 
reliable, affordable and environmentally 
responsible electricity.

Architectural Flexibility – Enabling 
Many Use Cases

There are many possible communication archi-
tectures and systems for end devices. Each 
architecture may be more or less effective for a 
given use case and a given functional goal. For 
example, latency requirements may force deci-
sion-making to be local. If control actions need 
to occur within a second or less, the latency 
connecting to or through vendor cloud or con-
trol systems may simply take too long to be 
effective. Some architectures may involve peer-
to-peer interfaces in which devices communi-
cate directly with one another to coordinate or 
perform a common task. Other architectures 
may involve centralized points of control that 
orchestrate the actions of multiple devices to 
achieve a desired aggregate effect. Such coordi-

nation may be desired at many levels, 
including:
•	 	At the premises-level: a building or home 

energy management system might be 
desired for coordinating the devices within 
the premises and optimizing for bill savings 
at the premises level.

•	 	At the distribution transformer level: a 
smart transformer or storage device at the 
distribution transformer level might coordi-
nate the activity of equipment within a 
group of homes to improve power reliability 
and to better accommodate, for example, 
electric vehicles and rooftop solar.

•	 	At the neighborhood or community level: 
Smart communities may have generation 
and storage facilities and community-level 
control systems that operate at the local level 
to provide energy savings to the 
community.

•	 	At the microgrid level: With a goal of 
microgrids being that of autonomy and reli-
ability, microgrid controllers may use local 
networks that have no outside dependencies 
to carry out their functions.

•	 	At the feeder-level: advanced distribution 
management systems (ADMS) may have 
distributed processors and intelligence that 
includes load-management on a feeder-by-
feeder basis. This level of control may 
become necessary as quantities of distrib-
uted renewable generation on the feeder 
increase.

In these and other scenarios, open, standard, 
direct access to devices is an enabler. It results in 
end devices that are flexible and can be dynami-
cally grouped to support the needs of a feeder, a 
community, or a home. It enables devices to 
function equally well in any architecture, 
including those not yet conceived-of at the time 
the devices were manufactured.

Lacking architectural flexibility, the risk is 
assumed that end devices go unconnected or 
unenrolled due to not being compatible with 
the control system architectures preferred by the 
consumer or required by a given use case. For 
example, a device that can only be controlled 
from a vendor’s cloud-based headend cannot be 

Value of Open, Standard, Direct-Access Risks Otherwise Assumed

Facilitates architectural flexibility, for example, 
coordination at local levels

Restricted architectural flexibility

Enhances network effectiveness, maintenance, and 
utilization

Higher cost of network maintenance and difficulty in network 
evolution

Facilitates cohesive integration of multiple device 
types

Inability to coordinate at the facility level, separate apps for each 
device type

Multiple brands of products can work together, 
consumers can choose the device brands they wish

Isolated and competing ecosystems, restricted to the vendor’s 
product family or select partners

Continuity of access/availability, even in disaster 
situations

Device access contingent upon the availability of various remote 
networks and operations centers

Facilitates consumer choice of connectivity providers Restricts consumer choice of connectivity providers

Innovation is encouraged and accelerated Innovations are limited to those of one (or few) company(ies)

Open competition drives cost efficiency Lock-in eliminates natural competition

Actions may be better aligned with grid state/
configuration

Device actions/services may be limited to those without 
awareness of grid state/configuration

Access over the life of the product Access may be lost, for example if a manufacturer chooses to no 
longer offer a particular service

Demand responsive services can be mapped to 
specific accounts for incentives

It may be difficult to verify that a certain service was requested-
from or rendered-by at a certain account

Table 1. Summary Values of Open, Direct Access
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connected locally to a building energy manage-
ment system nor serve as a part of a self-suffi-
cient microgrid which by design requires local, 
internal communication pathways.

Enabling Cohesive Integration of 
Diverse Equipment Types
Residential and commercial premises have a 
wide range of equipment types, and it is increas-
ingly necessary that this diverse equipment 
work in concert to perform desired functions. 
Growth in distributed generation, such as solar 
photovoltaic systems, and technology advance-
ments in battery energy storage have elevated 
the need for local communications and interac-
tions between multiple equipment types.

An example that benefits from local integration 
of diverse equipment is that of customer 
demand management when enrolled in an 
energy+demand rate structure. In this scenario, 
customers gain significant savings by keeping 
their peak demand to the lowest possible level. 
These customers need devices that have visibil-
ity to one another, the ability to be collectively 
managed, with logic to sequence their activity 
to minimize total peak demand.

The risk that is assumed if diverse products can-
not be cohesively integrated is that it may not be 
possible to support use cases that are concerned 
with local aggregate parameters. For example, 
management of individual devices at a given 
facility or home in a way that is unaware of the 
status of other devices may be useful for reduc-
ing system-wide demand, but does not meet the 
needs of individual consumers in terms of man-
aging their whole facility or home optimally.

Enabling Cohesive Integration of 
Diverse Equipment Brands
Consumers enjoy the freedom to select and use 
a variety of appliance brands in their homes. 
Traditionally, this has been possible without 
limitation as the only requirement was that all 
their appliances use the same electrical voltage 
and frequency. Going forward, it is likely that 
consumers will desire the same freedom with 
connected appliances.

Consider the example of a person who is select-
ing a new connected HVAC system with one 

goal being that it will work in concert with a 
water heater that was purchased previously. If 
both have open standard communication inter-
faces, then it is likely that they can function 
together effectively. In this case, the range of 
brand choices for the new purchase is not lim-
ited by the previous purchase choice. The con-
sumer can have cohesive, integrated systems, 
smart phone apps, and interfaces through 
which they can manage a mix of product 
brands.

Relative to other consumer electronics, large-
power consuming devices generally have long 
service lives. Over such spans, homes may 
change hands or the attractiveness of a given 
brand may change in the eye of the purchaser. 
In this way, a whole-home of devices is accu-
mulated over time, not acquired as a set. Coor-
dinating with home builders to outfit new con-
struction with smart devices has initial value, 
but the connectivity is not sustainable unless 
the devices are also able to work with other, 
future devices the owner may select.

The risk of deploying single-brand or limited-
brand scenarios is that the number of eligible 
locations is limited to those at which a single 
brand exists. As noted, such scenarios are natu-
rally difficult to sustain over time due to differ-
ences in the life expectancies of products.

Supporting Local Accessibility 
During and Following Disasters
Advancements in solar and storage technologies 
are making it increasingly likely that customers, 
facilities, and communities have the basic ingre-
dients for energy independence and backup 
power when the grid is down. This opportunity 
has been highlighted following recent weather-
related disasters2 such as super-storm Sandy, 
and will become increasingly common as pene-
tration levels of these technologies rise.

As noted in the previous section, this scenario 
requires diverse types of equipment to work 
together, including local generation, storage 
(possibly in the form of an electric vehicle) and 
smart loads. Area communication systems, 
including the Internet, may not be available 
during such events. Therefore it is beneficial to 
have the option of direct access to devices so 

that local communications can continue with-
out interruption and consumers can maximize 
their comfort and safety following natural disas-
ters and other events that impact the grid. If the 
local interfaces of end-devices are proprietary, 
the assumed risk is that these devices are not 
available to provide support during emergencies 
or outages.

Providing Consumers with Choice 
Regarding Connectivity Providers
Providing consumers with choice regarding 
network types and providers increases the likeli-
hood of participation in energy management 
programs, increasing overall consumer and grid 
benefit. Systems may vary widely in cost, com-
plexity, performance, and reliability. Where 
one consumer may be attracted to a particular 
high-tech system, another may find the same 
system too complicated to commission and 
maintain. Likewise, one consumer may be satis-
fied with a simple communication system that 
requires no setup, but another may find it to be 
lacking desired features or cyber security.

Network flexibility also enables privacy in that 
there are options in which signals remain within 
the premises (e.g., scheduled time-of-use man-
agement) and others that involve only one-way 
communication into the home (e.g., broadcast 
of real-time-price or events) without a return 
signal. While connected devices are likely able 
to support two-way communication for 
demand-response applications, some customers 
may prefer the personal privacy of systems and 
providers that do not read information from 
their home.

As noted previously, homes may be bought and 
sold several times over the life of a given load 
device and each new owner may have network-
provider preferences that differ from the previ-
ous tenant. For example, one occupant may be 
willing to have a two-way system and to pay a 
monthly fee for access to an energy-manage-
ment service. The next occupant may only be 
open to a one-way system and may prefer to 
sign-up for a program that carries no fee. For 
some device types, such as clothes washers, dry-
ers, and electric vehicle chargers, consumers 
may take them along when they move. In this 
case, the systems and networks into which they 

2  Solar Companies Seek Ways to Build an Oasis of Electricity, The New York Times, Diane Cardwell, November 19, 2012.
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wish to connect may be different in the new 
location.

Direct local access to devices expands the range 
of possible ways and systems that may be used. 
It provides consumers with more choice and 
more flexibility and allows them to change or 
upgrade the systems they are using over time. If 
consumers do not have choice regarding con-
nectivity providers, there is risk that devices go 
unconnected, or unenrolled in energy programs 
because:
•	 	The provider restricts or limits functionality 

in an undesirable way, for example not 
allowing the consumer access to a given 
energy program

•	 	The owner drops out because a new device 
is not able to participate in a program with 
the other devices

•	 	The provider’s system lacks key features the 
device owner desires, such as smart phone 
remote access

•	 	The provider’s system performance level 
becomes unacceptable, for example, not 
staying online continuously, or having 
latency in response that makes the consumer 
dissatisfied

Network Effectiveness and 
Metcalf’s Law
The value of a network increases as the number 
of devices connected to it increases. Metcalf ’s 
Law3 suggests that the value of a network is pro-
portional to the square of the number of con-
nected devices. This could be amended to say 
that while the value increase may be as sug-
gested by Metcalf, it is reduced by the differing 
number of interfaces required to support the 
connectivity. Differing interfaces represent a 
drag on the network value for any integrator or 
system operator. The greater the number of dis-
parate interfaces, the greater the maintenance. 
This is because each interface that differs from a 
standard assumes some amount of architectural 
debt and some form of “care and feeding” to 
maintain the interface.

Moving forward, when considering the 
number and types of devices that a utility or 
other device integrator is going to support, it is 

important to keep in mind this extension to 
Metcalf ’s Law. Adding to the complexity of 
the technology is not “free”, but rather comes 
with an on-going support and maintenance 
cost.

Encouraging Innovation
Providing open, standard, direct access to 
devices encourages innovation, creates new 
business opportunities, and enables competi-
tion. With connected load devices just emerg-
ing, there is a great opportunity and expectation 
of innovation in the area of energy monitoring 
and management systems. A broad range of 
companies could participate in advancing the 
state of the industry, but may only be able to do 
so if there is interoperability. Specifically:
•	 	Makers of new, innovative end-use products 

may need to be able to connect and partici-
pate in existing control and automation 
systems

•	 	Makers of new, innovative communication 
and control networks may need to be able to 
integrate with the array of consumer device 
types and brands that have accumulated in 
homes over many years

The more accessible the market, the higher 
quality the outcome in terms of functionality, 
performance, and customer participation. 
Direct local access to devices allows utilities, 
aggregators, and consumers to change or 
upgrade the systems they are using over time 
without necessarily upgrading the devices 
involved. In an open eco-system, utilities and 
other stakeholders can develop energy applica-
tions that were not needed or not even thought-
of at the time the end-use devices were created. 
Similarly, new and/or future innovations can 
enable customer value and economic advan-
tages yet to be defined by the utility industry 
and the customer’s personal energy 
environment.

Ensuring Affordable Access
Per the definition of “open” identified previ-
ously, access is inherently free. This is the case 
for common load management standards such 
as OpenADR and IEEE 2030.5 as well as local 
interfaces such as CTA-2045, Ethernet and 
USB, the use of which doesn’t involve royalties. 
This doesn’t mean that various automation and 

networking services offered by device manufac-
turers or other integrators won’t involve costs, 
but it does mean that access to end devices is 
unencumbered and doesn’t add unnecessarily 
to the cost of participation. This is beneficial, 
both to the consumer and to the electric power 
system of the future, in that it increases oppor-
tunities for participation.

Without open, standard, direct access, the con-
sumer is locked-in and so there is risk that a 
manufacturer could impose fees for access that 
the consumer is not able or willing to bear or 
that are not competitive relative to similar or 
other alternatives.

Coordination with Dynamic 
Power System Configurations
Distribution systems are becoming increasingly 
dynamic in their configuration. As illustrated in 
Figure 2 (see page 7), improvements in effi-
ciency and reliability are being achieved 
through ties to multiple substations and the 
regular use of sectionalizing switches to opti-
mize feeder configurations. Microgrids are 
becoming more practical and are anticipated to 
further the dynamic nature of local circuits.

With these changes, it is increasingly necessary 
that connected devices be managed in coordi-
nation with the circuit configuration. For 
example, a load that is near the head of a feeder 
one moment may be at the tail of another feeder 
a moment later. A load that is connected to the 
utility grid at one moment and in no need of 
curtailment may suddenly be part of an island 
and need to reduce consumption.

This creates challenges for communication and 
control systems that will likely require hybrid 
and/or hierarchical communication architec-
tures. As the complexity of the power system 
rises, communication system architectures will 
need to be tied-in and situationally-aware. For 
example, a given load may need to be connected 
in such a way that it can receive signals from a 
building or home energy management system, a 
microgrid controller, a distribution manage-
ment system (DMS), and/or a grid-operator’s 
wide-area energy management system. Direct 
access to device provides architectural flexibility 
that can help address the challenges of the next 

3 Carl Shapiro and Hal R. Varian (1999). Information Rules. Harvard Business Press. ISBN 0-87584-863-X.

value  =   devices2 
             interfaces
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20 years, enabling multiple levels of control to 
maximize value and reliability.

Continuity of Access over the Life 
of the End Device
Companies regularly reevaluate the nature and 
types of businesses in which they are engaged 
and make strategic decisions regarding their 
future direction. As such, they may decide to 
add new products or services or to drop existing 
ones. Under competitive pressure, companies 
are sometimes acquired by competitors or go 
out of business entirely. The business of con-
nected-devices and residential demand response 
is not immune to these forces and may be highly 
dynamic as technologies and products evolve.

Direct access, as opposed to remote cloud-only 
access, is important in such an environment 
because physical devices are the enduring com-
ponents that consume and/or generate electric-
ity and affect the power grid for the lifetime of 
their existence. Interfaces at remote head-ends 
and cloud aggregation systems, even if open 
and standard, can come and go and do not 
ensure future accessibility of devices. If the local 
interface is proprietary, the consumer loses the 
ability to connect their device if the remote sys-
tem becomes unavailable or unaffordable.

Over time, a continued evolution of businesses 
and business interests would necessarily result 
in mass quantities of devices that cannot be 
reached, at least not economically. Such an out-
come cannot be accommodated as the opera-
tion of the grid continues to shift to more dis-
tributed forms of generation and load-side 
resources.

Expanding Measurement and 
Verification Options
Some demand response programs provide fixed 
incentives to consumers through payments or 
credits for program participation. As devices 
become more intelligent, there is opportunity 
to provide consumers with more choice and 
flexibility regarding how extensively their 
devices respond. This has sometimes been 
described as a slide-setting that ranges from 
“comfort” to “savings” with financial incentives 
that correspond. This kind of flexibility is desir-
able in order to improve participation in energy 
programs by allowing consumers to find the 
balance that best suits their interests.

Variable consumer responses do, however, cre-
ate technical challenges in terms of compensa-
tion of the consumer. Rather than a fixed pay-
ment, it may be necessary to compute variable 

credits, using meter and other data to discern 
the degree of participation in events. This kind 
of computation requires tight association and 
coordination between the communication sys-
tems connecting to devices and those that meter 
the home. Direct access makes a range of archi-
tectures possible that may aid in correlating 
control signals with response levels.

Moving Forward
There is a nascent opportunity to shape the 
future of connected devices – particularly those 
device types for which the primary motive for 
connectedness is energy management and sav-
ings. For products like HVAC systems, water 
heaters and pool pumps, the ability to partici-
pate in energy programs may be one of the top 
reasons that consumers want them to be con-
nected. On the other hand, for smart phones, 
tablets, and home automation devices (such as 
door locks, garage doors, or safety lighting), 
compatibility with energy programs may play 
little or no role at all. It is important for stake-
holders to recognize the difference, and where 
appropriate to engage in development activities 
to accumulate over time the greatest possible 
quantity of demand responsive load.

Figure 2. Dynamic Power System Configuration
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Mathematically speaking, maximizing con-
nected load should be viewed as an integration 
function with the goal to maximize the area 
under the curve of “connectable” vs. time. In 
other words, it is less about what is on store 
shelves at a single point in time and more about 
the practicality of managing the collective set of 
devices that have come off those shelves over a 
20 year span of time. Developments that lack 
open, standard, direct access risk the accumula-
tion of “architectural debt” – a term referring to 
future costs and business impacts that may 
result from present integration decisions.

In the past, loads were managed primarily by 
control switches and the criteria for program 
eligibility were simple: the right device type and 
size (wattage). With the transition to connected 
devices, the criteria for program eligibility will 
necessarily be broader, including device 
response characteristics, configurability, certifi-
cations, and communication interfaces. Signals 
that relate to energy programs naturally origi-
nate at the utility, including energy market 
prices, locational marginal price, curtailment 
events and advanced notifications. Likewise, 
the utility is the destination for status signals 
that reflect availability, participation and the 
level of response provided to support measure-
ment and verification (M&V). A responsibility 
lies with utilities to be clear regarding the com-
munication protocols, interfaces, and architec-
tures that lead to sustainable and scalable 
energy-interoperability of consumer devices. 
Device manufactures, likewise, have a responsi-
bility to ensure their products support a respon-
sive, flexible and future-proof architecture. 
These devices must continue to provide added 
value opportunities for their customers as sys-
tems and programs evolve to support energy 
systems of the future.

Overall architectures for device integration 
involve many actors and are inherently complex 
and evolving. It is a large-scale system-of-sys-
tems and a case in which identification of key 
interfaces is necessary to make the problem 
manageable. This paper has identified one such 
key interface – at the device. This interface 
ranks high in terms of architectural significance 
because it is here that:
•	 	Ownership changes hands – that which 

belongs to the consumers meets that which 
belongs to an integrator, aggregator, or net-
work provider

•	 	Life expectancy differs – long life products 
connect to shorter-lived communication 
networks

•	 	The quantity of unique pairings (networks x 
devices) is extraordinarily high

Providing standard access at the device level 
does not imply that the consumer, vendor or 
utility must utilize this open interface immedi-
ately. Devices may initially be connected in 
other ways, or using other protocols, to manu-
facturer-specific equipment or systems that sat-
isfy the consumer’s immediate interests. How-
ever, it is still prudent, and in the interest of 
society, to ensure that devices are built with the 
option of direct access through open standards, 
so that such devices might remain active ele-
ments and usable to the consumer over their 
service life.

Contact Information
For more information contact the EPRI Customer 
Assistance Center at 800.313.3774 
(askepri@epri.com).
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