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HIGH-ALTITUDE ELECTROMAGNETIC PULSE
HARDENING PILOT PROJECTS

Status and Future Research

BACKGROUND

The detonation of a nuclear weapon at high altitude or in
space can generate an infense electromagnetic pulse (re-
ferred to as a high-altitude electromagnetic pulse [HEMP))
that can propagate fo the earth’s surface and impact crit-
ical electrical equipment and systems. HEMP consists of
three distinct components—E1 HEMP, E2 HEMP, and E3
HEMP—that are described by their distinct characteristics
and time frames, as follows:

* The early time component (E1 HEMP) consists of an
intense rapid-rise pulse on the order of tens of kV/m
(up to 50 kV/m) with rise time of 2.5 nanoseconds.
Principal impacts include disruption or damage of
electronics.

e The infermediate time component (E2 HEMP) has an
electric field pulse amplitude on the order of 0.1 kV/m
and duration of 1 psec to approximately 10 msec.
E2 HEMP is similar to a nearby lightining strike where
fields couple to conductors through the air. Because of

the weakness of the E2 HEMP field, impacts to the bulk

electric system are not expected [1].

* The late time component (E3 HEMP) is a very low-am-
plitude and low-frequency pulse. Amplitudes on the
order of tens of mV/m (V/km) are possible with dura-
fion of one second to hundreds of seconds. The effects
of E3 HEMP on the bulk power system are similar to
those of a severe geomagnetic disturbance, where
voltage collapse and transformer damage from addi-

tional hotspot heating are possible.

E1 HEMP is considered a unique threat to the power grid
because of its large geographic footprint. The area af-
fected is defined by the line of sight from the point of
defonation out to the horizon; E1 HEMP can affect large
geographic areas, but not all areas are affected equally.
Figure 1, referred to as a smile diagram, illustrates how
the incident electric field varies spatially when a nofional
1-MT weapon is defonated 200 km above the central
United States.
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Figure 1. Example smile diagram illustrating how the peak electric field varies spatially over large areas

Another important feature of E1 HEMP is its waveshape
and frequency content. Figure 2 depicts the IEC 50 kV/m
E1 HEMP waveform [2] and its corresponding frequency
content.

As shown in Figure 2, the IEC E1 HEMP waveform con-
fains frequency components from direct current (dc) (O Hz)
fo hundreds of MHz, with 99% of the energy contained
within 10 kHz to approximately 100 MHz [2].

The incident E1 HEMP propagates to earth as a plane
wave and can affect ground-based systems by directly il-
luminating components or systems (radiated threat] or by
coupling fo connected cables and generating voltage and
current surges that can cause damage or disruption to con-
nected devices (conducted threat), as illustrated in Figure 3.

On April 30, 2019, the Electric Power Research Institute
(EPRI) released a final report [1] defailing the findings of
a three-year research project that evaluated the impacts of
HEMP on the bulk power system. The research, supported
by more than 60 U.S. utilities, found that HEMP could
cause damage or disruption of substation electronics, such
as digital protective relays (DPRs), and that additional mit-
igation is needed. Several technologies and design en-

hancements to mitigate the observed impacts were also
evaluated and tested as part of the research project. How-
ever, assessment of specific substation designs as well as
festing and evaluation of E1 HEMP mitigations in actual
substation environments were identified as important next
steps for the electric utility industry.
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Figure 2. IEC 61000-2-9 waveform and its corresponding
frequency content
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Figure 3. lllustration of the E1 HEMP threat to the electronics in a substation control building

The research also found that because of the weakness of
the E2 HEMP field damage to the transmission system is
not expected to occur. E3 HEMP alone was found fo re-
sult in a regional blackout (multiple states), but immediate,
widespread transformer damage due to hofspot heating
from partcycle saturation is not expected to occur to due
fo the short duration of the event. An evaluation of the com-
bined impacts of E1 HEMP and E3 HEMP indicated that
the inclusion of electronics damage from E1 HEMP could
significantly degrade recovery efforts following a HEMP
induced blackout. Thus, the need to improve the resiliency
of substations against the effects of E1 HEMP was a key
finding of the research, and led to a follow-on effort to
pilot the installation of E1 HEMP mitigations in multiple
substations across the United States.

SUBSTATION PILOT PROJECTS

Just prior fo the release of the final report in April 2019,
a project to harden substations against the effects of E1
HEMP was initiated [3]. Currently, E1T HEMP hardening
pilot projects are ongoing in 19 substations across the
contiguous United States. Additionally, an “observer” proj-
ect began in July 2019 to provide a mechanism for shar-
ing new information from these ongoing field trials with

other utilities that are not currently installing EMP mitiga

High-Altitude Electromagnefic Pulse Hardening Pilot Projects

fions and to advance the state of the science with regard

to E1 HEMP hardening and assessment [4].

The primary objectives of these follow-on research efforts
are to:

* Assess the potential impacts of E1 HEMP on actual
substation designs and develop design-based ap-
proaches for E1 HEMP mitigation.

e Identify potential unintended consequences with E1
HEMP hardening solutions, and develop engineering
solutions to enhance reliability.

* |dentify and/or develop maintenance processes and
procedures for E1 HEMP mitigation designs.

e Provide redlistic cost data to inform future deci-

sion-making.

e Create engineering guidance and tools for perform-
ing E1 HEMP assessments of substations and other
medium-voltage and high-voltage infrastructure and
guidance for developing mitigation designs.

The first step in each of the 19 pilot projects is an as-
sessment of the specific substation design. As illustrated
in Figure 4, each of the E1 HEMP assessments consists of
the following:
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Figure 4. Workflow diagram of the E1 HEMP assessment process

* Identification of a suitable ET HEMP environment  * Laboratory testing of electronic devices (DPRs, bat-

(E-field levels, waveform characteristics, and so on). tery chargers, and so on) to determine the level of
For these assessments, EPRI is using a combination of E1 HEMP insult that results in damage or disruption
the IEC E1 HEMP threat environment [2] and a high-i- and shielding effectiveness testing to evaluate sub-
delity E1 HEMP environment supplied by Los Alamos station control building designs. Testing to assess the
National Laboratory [1]. EPRI is using 25 kV/m and device's resilience to conducted threats is performed
50 kV/m threat levels to provide boundaries of possi- using MILSTD-188-125-1 [5] based direct injection
ble impacts. methods. Radiated threat festing is performed using

a guided wave simulator based on MIL-STD-461G/
RS105 [6] (see Figure 5 for a photograph of EPRI's
outdoor guided wave test facility). Also, shielding effec-
fiveness festing of substation control buildings using an
MIL-STD-188-125-1 approach is performed in the field
fo estimate the level of attenuated incident Efield that
electronic equipment inside the control building might
be exposed to during an attack.

* Detailed modeling and simulation of the entire sub-
station infrastructure to determine the voltage and
B Sdhnl : current transients to which a given component (such
' n ' e as a DPR) could be exposed. The modeling includes

Figure 5. EPRI’s outdoor MIL-STD-461G/RS 105 test facility

transmission and distribution lines, substation bus bars,
in Charlotte, North Carolina (Electronic devices, such as

DPRs, are subjected fo E1 HEMP pulses up fo 50 kV,/m instrument fransformers, and confrol/signal cables.
to determine the level of insult that causes damage or Coupling simulations are then performed to determine
disruption.) the resulting voltage and current fransients that various

components may be exposed fo.
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*  Detferministic and/or statistical approaches to assess
the risk of equipment damage or disruption from the
selected E1 HEMP threat environment. This final step
in the assessment involves comparing the level of elec-
frical stress (voltage/current or Efield) as defermined
by modeling that the component or device could be
exposed fo with the strength of the equipment as deter-
mined by testing. VWhen the stress exceeds the

strength, impacts are expected to occur.

EPRI's work over the lost several years has resulted in sig-
nificant strides in advancing the sfate of the science with
regard fo E1 HEMP assessments. Prior studies by EPRI [ 1,
71 and others used generic circuit topologies of a single
cable or a single overhead line to evaluate E1 HEMP
impacts. EPRI's unique assessment capability now allows
for the evaluation of entire substations in three dimensions
[8] and includes the effects of E1 HEMP coupling fo in-
coming transmission and disfribution lines, subsfation bus
bars, instrument transformers, control /signal cables, and
DPRs. Although in the past only crude coupling approx-
imations could be made, this robust assessment method
allows defailed engineering studies to be performed, thus

significantly improving the accuracy of assessments.

The results of the E1 HEMP assessment are used to de-
fermine the technology and/or design modifications that
are necessary to mitigate the threat posed by E1 HEMP.
In general, they include a combination of the following:

*  low-voltage surge protection devices and/or filters to
protect analog inputs/outputs of DPRs and other elec-

tronic devices

*  Fiberopticsbased communications and  profection

and control systems

e Shielded control/signal cables with cable shield
grounded at each end of the cable

*  Substation control house design modifications fo en-

hance electromagnetic shielding properties

*  Grounding/bonding enhancements to facilitate con-

duction of high-frequency signals

Once the specific mitigation options have been identified,
the next step is to develop detfailed engineering design
packages that include equipment specifications, detailed

engineering drawings, and installation guidelines.
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Figure 6. The IEC 61850-based protection and control
system hardened against E1 HEMP (Top: the full system
deployed, which includes a shielded protection and control
module in the substation control building and merging

units housed in shielded enclosures inside circuit breaker
control cabinets. The merging units and protective relays
housed inside the shielded protection and control module
are connected by fiberoptic cables. Middle: the protection
and control module being tested up to 50 kV/m in EPRI’s
MIL-STD-46 1G/RS105 guided wave test facility in Charlotte.
Bottom: the protection and control module deployed inside a
substation control building.)



Last, laboratory and/or field testing is performed to eval-
uate the efficacy of the installed E1 HEMP mitigation de-

sign.

Project status varies between ufilities. At the time of this
update, 14 of the 19 pilot projects have completed the as-
sessment phase and are in the E1 HEMP mitigation design
phase, and 1 project, an IEC 61850-based hardening
solution developed by CenterPoint Energy (Houston, Tex-
as), is complete and currently in service [9].

The E1 HEMP hardening approach adopted by Center-
Point Energy is based on MIL-STD-188-125-1, and IEC
61000-5-10 and has been shown through extensive lab-
oratory festing and assessment by EPRI to be resilient to
both radiated and conducted threats from a 50kV/m E1
HEMP environment [?]. An illustration of the complete sys-
tem, photograph of the shielded protection and control
module undergoing guided wave testing, and photograph
of the final installation are shown in Figure 6.

ONGOING R&D AND NEXT STEPS

As these pilot projects continue, EPRI is advancing the
state of the science with regard to E1 HEMP assessment
and development of mitigation designs for substations
and medium- and high-voltage infrastructure. Some of the
highlights to date include developing additional E1 HEMP
coupling models [8] and software tools (ECAT 3D), per-
forming additional equipment testing to defermine the re-
sponse to E1 HEMP insults and evaluate mitigation options
[10], and developing specific engineering guidance for
improving the resilience of substations fo the potential im-
pacts of ET HEMP [11]. Work will continue in these areas
over the next 12-18 months.

EPRI began its HEMP R&D program by assessing the elec-
fric transmission system with particular emphasis on sub-
stations. However, HEMP does not discriminate, and it is
well known that such an attack could offect other areas
of the electric grid as well as other critical infrastructure
sectors. Specific efforts underway fo address these oth-

er areas include R&D fo assess the potential impacts of

E1 HEMP on telecommunications systems used in the bulk
electric system [12]. This work began in early 2020 and
will continue info 2022. Another ongoing effort in support
of the U.S. Department of Energy is testing of generator in-
strumentation and control equipment that is critical fo units
used to perform system restoration—so-called black-start
units—and assessing the power systems serving defense
critical infrastructure.

Future EPRI R&D activities will include evaluating the effects
of HEMP on distribution systems, end-use equipment, and

additional generation technologies, including renewables.

SUMMARY

In collaboration with our member ufilities and the U.S. gov-
ernment, EPRI is making significant progress in mitigating
HEMP as a national security risk to the bulk electric system.
EPRI will continue to provide periodic updates to the indus-

fry and the public as these projects progress.
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