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Background: There is a significant spotlight on accelerating Electric Vehicle (EV) adoption, resulting in a renewed
emphasis on large-scale EV charging infrastructure deployment. Since the customers, EVs, and the infrastructure
ecosystem operate in a connected and networked environment, safeguarding cybersecurity of the communications
backbone of the EV ecosystem is of paramount importance. This is further accentuated by recent reports of
malicious actor activities on segments of the connected charging infrastructure. The following Q&As are a result of a
recent media inquiry, that both highlight the issues and potential remediation measures, as well as how EPRI electric

transportation and cybersecurity research is proactively addressing these.

Q: How vulnerable are EV chargers to cyberattacks?

EV charging stations are designed with the best available cybersecurity provisions and safeguards. However, the

challenges today arise from the fact that:

(a) there is no uniform way to specify what these safeguards should be, or how these integrated systems should be
certified, making cybersecurity assurance a best-effort implementation from the providers and is localized to their

point within the system.

(b) the charging equipment is a part of an EV charging infrastructure ecosystem that involves the EVs, the charge
stations, the cloud Electric Vehicle Service Providers, utility back office, advanced metering infrastructure, as well as
billing and payment systems. Given that a chain is as strong as its weakest link, a cyber-intrusion from any weak link

in this system has the potential to create reliability, safety, or economic risks.

EPRI is working to address this challenge. The latest project involves a broad cross-section of the charging
infrastructure ecosystem including national labs, utilities, equipment providers, and third-party operators. The project

defines system-wide methodologies, assesses risks and vulnerabilities, identifies threats and attack surfaces, and
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proposes mitigation mechanisms. The end goal is to release widely available tools for practitioners to apply to create

more robust EV charging infrastructure components and systems.

Further, EPRI intends to work with appropriate collaborators to create a cybersecurity risk assessment profile that
can serve as the basis for equipment and system certification for enhancing the security and lowering the risks of the
entire ecosystem and providing the technology procurement organizations a basis for comparing competing

implementations.

Q: If a charger is hacked, what could that mean for an at-home charger vs. a public charging station? I've

heard the charging device could be used to gain access to a network.

This is one of the scenarios we are looking at to figure out exactly the modes of intrusion, how far could they reach
within the system, and the risks they create within the system. Without knowing the specifics of a scenario, it is
sufficient to say that in theory, if an intrusion were to occur, it could potentially reach other exposed parts of the

‘information chain’.

Some types of popular at home, non-networked chargers, that have relatively low smarts, not remotely managed,
and are isolated, may not provide access to a home network. For systems which are remotely managed, intrusion
scenarios for at-home networked charger and a public charging station are applicable and similar, but the impacts
are different. For a compromised home charger, the whole home network could be at risk. In contrast, a
compromised public charger has the potential for threat actors to intrude a larger network or systems since they are

connected to different backends.

Q: I've also heard that if a bunch of EV chargers are hacked and turned on/off at once, it could threaten the

stability of the electric grid. How much of a concern is that? And what can be done to address it?

At a macro level, if the sum total of the installed capacity for EV charging is added up, the charging load impact on
the grid is minuscule. Even at a distribution system feeder level, a geospatially scattered set of charging stations

pose less of a risk to the distribution system in terms of stability and reliability.

However, as the deployment of high-power or megawatt-scale charging stations proliferates, systems will need to be
designed so that the distribution capacity is allocated and sized for the worst-case scenarios, and a multi-layer
mitigation strategy will need to be designed in. This mitigation approach must encompass the vehicles, the charge
stations, the local energy management systems, and the grid management systems, to prevent and/or localize and
isolate any such issues faster than their effects are felt in broader parts of the system. In other words, there is an
opportunity to create and implement timely design and test protocols that enhance overall system security, including
cybersecurity. A cybersecurity assurance and certification element should be an integral part of any EV charging

infrastructure plan.

Q: What are potential privacy concerns associated with EV battery recycling? Do batteries record

information about their use?
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This is very unlikely, to the best of our knowledge. The internal battery management system algorithms may use
historical data for computational purposes, but these parameters related to energy use data do not need to be

associated with privacy, as batteries themselves do not typically store or involve any personally identifiable
information.
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