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A Discussion on Automated Diagnostics

This paper aims to examine current diagnostic practices, R&D
themes for automated diagnostics, and EPRI’s role. The paper
intends to create engagement and dialogue within the power genera-
tion industry and technology developers with the overarching goal

of accelerating diagnostic technique development and application.

It would be prudent to define some of the nomenclatures before

further discussion of the topic:

What is monitoring?

Monitoring can be thought of as surveillance tools and technologies
to track an asset’s behavior. Continuous online monitoring sensors,
offline measurements, technical walk down, etc., can be considered
surveillance tools to monitor power plant assets. In the context of
diagnostics, additional data sources such as drawings, maintenance
reports, and asset manuals are also considered monitored data

sources.

What is a fault?

The fault of the power plant asset can be thought of as a “condition
or state of an asset that is a precursor to the failure” (1). Failure of
an asset can be considered a partially or fully disabled condition or

state of an asset to perform its intended function.

What is fault diagnostic?

Diagnostics can be thought of as assessing an asset’s health, condi-
tion, or state, based on evidence gathered through monitoring and
analysis of monitoring data—the fault diagnostic aims to identify

the fault(s) before an asset fails to perform its intended function.

Diagnostics of a power plant asset is not a new concept; utility sub-
ject matter experts (SMEs) routinely gather information from online
and offline sources to estimate equipment anomalies. However, the
current process is manual and sometimes takes days to assess data

manually.

What is avtomated fault diagnostic?

Automated or continuous online diagnostics can help drastically
reduce the time required for data analysis and improve safety, reli-
ability, and cost-effective maintenance. Automated diagnostics can
be thought of as assessing the health of an asset using automated,
computerized, or robotic techniques and tools based on evidence
gathered through continuous online monitoring means. Automated
diagnostics can provide correct information at the right time to the
right personnel for making the right decisions that can improve

safety and cost-effective maintenance and reliability strategies.

As shown in Figure 2, automated diagnostics can be divided into

individual and aggregate diagnostic techniques.

AUTOMATED DIAGNOSTICS

Individual Diagnostic
Techniques

Fault Detection

Vibration Analysis, Motor Current Signature Analysis (MCSA),
Natural Language Processing (NLP), Image Processing

Figure 2. Automated Diagnostic types

Advanced Pattern
Recognition

Aggregate Diagnostic
Techniques

Fault Isolation Fault Identification

Bayesian Belief Network (BBN), Nueral Network (NN),
Regression, Clustering, Classification, Expert Systems
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Individual diagnostic techniques are signal processing or analysis
techniques that use dynamic raw data to calculate key performance
indicators (KPIs), features, symptoms, or virtual sensing parameters.
Examples of conventional individual diagnostic techniques can in-
clude vibration analysis, motor current signature analysis (MCSA),
partial discharge analysis (PDA), acoustic analysis, etc.; some of the
newer individual diagnostic techniques can include image process-
ing, natural language processing (NLP), mathematical models or
equations for virtual sensing, etc. Some of the faults can be detected
by only one individual technique. However, any equipment or sys-
tem SME would generally agree that it is never just one technique

that can provide diagnostics with high confidence.

The aggregate diagnostic technique can take into account specific
KPIs, symptoms, or features from individual diagnostic tech-
niques and particular static signals (examples include; temperature,
pressure, flow, and so on) for detecting, isolating, and identifying

specific faults with higher confidence.

As mentioned in (2), aggregate fault diagnostics can be in three

forms based on available tools and techniques. It can be:

e Fault detection which is detecting abnormal behavior of the

system or equipment;

e Fault isolation can be thought of as determining a component of

the system or equipment experiencing a faulty condition.

* Fault identification can be thought of as estimating the type of
the fault associated with the component and an estimated severity

of that fault.

According to the [4Gen® advanced M&D maturity model in (3),
the highest maturity of the M&D center or centralized analysis
center is developing and deploying prognostics models for power
plant assets. Developing a prognostics model based on specific

goals can help further improve safety, reliability, and maintenance
cost. The fault detection, isolation, and identification diagnostic
techniques have uncertainties. These uncertainties can propagate in
the uncertainty calculation of prognostics. As shown in Figure 1,
fault detection and fault isolation can provide some basis for some
versions of prognostics. However, fault identification with estimated

fault and severity can provide grounds for higher confidence in

prognostics calculations. One of the goals of automated diagnostics
is to reach a fault identification state. Some of the possible benefits

of automated diagnostics are listed in Figure 3.

Early Assessment of Component, Equipment, and System Health

Reduced Failure Rate

. Reducing Repair and Reduced Loss
and Im%\il:giﬁ;}yulpmem Replacement Cost of Production
Improved Improved Outage Improved Understanding

Maintenance Planning of Failure

Foundation for
Applying Prognostics

Figure 3. Possible benefits of automated diagnostics

This paper focuses on aggregate automated diagnostics and will not

discuss prognostics in detail.

Two other factors are significant in setting up the infrastructure
required for aggregate automated diagnostics — cyber security and
data architecture. Cyber security plays a major role in any digital
transformation project. It is essential to include cyber security and
IT team members at the initiating stage of any digital transforma-

tion project.

Much of the static data and calculated KPIs, features, or symptoms
live in siloed databases at the power plant facility. This architecture
arrangement hinders the implementation of effective aggregate fault
diagnostic techniques (for example, data analytics software). The
diagnostic algorithm must have access to all these data sources to
work successfully. Data integration platforms can help achieve this
goal. In addition, it will also provide the opportunity to clean the

data. Some basic information regarding data integration platforms is

available in (4) and (5).
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Current Diagnostic Practices

The following two main types can characterize current diagnostic

practices in the utility:

1. Manual Preventive Maintenace (PM) Task-based and

2. Hybrid with the support of centralized monitoring and
diagnostic (M&D) center

There are multiple varying practices in each category; however,

generalized types are mentioned in this discussion.

Manual Preventive Maintenance (PM) Task-based
Diagnostic

Utilities without data historians and a centralized M&D center or
Centralized Analysis Center perform a diagnostic task using infor-
mation gathered from periodic manual PM tasks. EPRI’s Preventive
Maintenance Basis Database (PMBD) (7) provides information
regarding various PM tasks for many of the power plant assests.
Figure 4 shows an example of such diagnostic practice. This figure
shows some manual PM tasks performed on a medium voltage in-
duction motor. Depending on utility preference, these PM tasks are
performed by plant personnel, and in other cases, it is outsourced to
a conditioned-based maintenance (CBM) or predictive maintenance
(PdM) vendor. Several maintenance technology SMEs may carry
out these manual PM tasks; for example, SME for vibration analysis

might differ from SME for thermography. During these periodic

Thermography

Vibration
Monitoring

Electrical
Testing

Figure 4. Generalized practice for PM task-based diagnostic

Mechanical
Testing

manual PM tasks, if there are measurements out of normal bounds,
the SME responsible for that asset considers related measurements
from other PM tasks and SME knowledge and experience with the

asset to estimate potential fault or degradation.

Diagnostic with Centralized M&D Center Support

Many utilities have deployed centralized M&D centers in the last
two decades. Figure 5 and 6 show generalized diagnostic approaches
with a centralized M&D center. Figure 5 shows a method where
utilities with centralized M&D centers perform diagnostic; based
on existing sensors (for example, temperature, pressure, flow) and
significantly depend on manual PM tasks. In another case, as shown
in Figure 6, some of the utilities have started deploying continu-
ous online monitoring (COLM) sensors based on EPRI developed
COLM quick guides (QGs) available in volume 7 of (6) or failure
mode effect analysis (FMEA). This installation of additional sensors
provides substantial time savings for the SMEs from a reduced num-
ber of PM tasks. The added sensors can provide more visibility into

the asset’s health.

Figure 5 and Figure 6 show generalized data transfer mechanisms.

In the case of Figure 5, existing sensor data are stored at the plant
historian. In the case of Figure 6, static data and KPIs, symptoms, or
features calculated from additional COLM sensors’ raw data are sent
to plant historians. Advanced Pattern Recognition (APR) software

compares data available in plant historian with model data. During

| think the
motor's bearing
is degrading.

¢ Experience and
d

Knowledge

SMEs
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Figure 5. Generalized practice for diagnostic using existing sensor/instrumentation and centralized M&D center support
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the APR software implementation phase, plant personnel creates
models based on past data, including seasonal data. During plant
operation APR software tracks whether live plant data matches the
model data, as shown in Figure 7. An alarm is sent to centralized
M&D personnel if the difference between live plant data and model
data exceeds a preset limit or threshold. APR software may indi-
cate something wrong with the equipment; however, it can rarely
identify the specific component anomaly. M&D center personnel
can request plant preventive or conditioned-based maintenance
personnel to investigate for further information. SMEs determine
potential faults based on all manual and continuous online data
from the centralized M&D center. The Figure 5 method has a
higher dependence on manual PM tasks than the method shown

in Figure 6. Manual PM tasks are time-based and can cause delays
in assessing the condition of a power plant asset. The automated
diagnostics with permanently installed sensors providing continuous

measurements can significantly reduce this delay.

Some utilities have deployed in-house centralized M&D centers,
and others have outsourced centralized M&D centers to external
organizations. Information regarding a centralized M&D center
business case, setup, staffing requirement, and related supporting

topics are discussed in volumes 2 to 5 of (6).

Live Data

MAGNITUDE

Predicted
Data
TIME

Figure 7. Example of APR comparison of live data and model
predicted data

The Targeted Future State of Automated Diagnostics

Many utilities are exploring or piloting various advanced diagnostic
algorithms for fault isolation and identification. Many technology
providers provide statistical, physics-based, hybrid, rule-based, or
neural network type advanced algorithms or engines for automated
diagnostic. Some of APR software vendors have also updated APR

software to include a diagnostics module. Figure 8 shows a gener-

DATA SOURCES ~ mssssssssssmm)> DATA ARCHITECTURE smmmmd> DIAGNOSTIC ALGORITHMS

Acoustic Analysis

0ff-Line Data

(OLM
PMBD

-

0il Analysis

—)p —) Data Fabric )
FMEA
Sensors

Data Warehouse

Bayesian Belief Network

Nueral Network

Other Data Regression and Clustering

Figure 8. Generalized data flow to the diagnostic engines
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alized data flow to the diagnostic algorithms. Various diagnostic
algorithms have their advantages and disadvantages depending on
their application. These diagnostic algorithms may be perfect for

a diagnostic application. However, there are some implementa-

tion challenges associated with each of them. The following section
discusses the elementary information regarding Bayesian Belief
Network (BBN), clustering and classification type of algorithm, and

associated implementation challenges.

Bayesian Belief Network

A Bayesian Belief Network (BBN) is a probabilistic causal network.
Figure 9 shows an example of a simple BBN, a directed acyclic
graph for a diagnostic approach. There may be multiple faults asso-
ciated with exact causes, effects, and related symptoms in a realistic
environment. The boxes next to each occurrence are either individu-
al or conditional probabilities based on prior experience. BBN uses

these probabilities and current observations to diagnose the fault.

A couple of fundamental challenges of setting up a BBN-directed
acyclic graph is knowing each fault and its causes, effects, and re-
lated symptoms. Another challenge is to possess the required knowl-

edge or data for assigning individual and conditional probabilities.

P(F)
FAULT 078
v
EFFECT SYMPTOM

Clustering and Classification

Figure 10 shows an example output of clustering and classifica-
tion type of algorithms. Examples of clustering algorithms include
K-means, Hierarchical, Normal mixture, etc. These algorithms use
unsupervised learning. Examples of classification include logistic
regression, Neural network, decision tree, etc. In either of these
algorithms’ outputs, it is easy to see that one data set looks differ-
ent from another. However, it is difficult to determine the reason(s)
why. Is it because of other operational conditions, seasonal changes,
or a genuine asset fault? Based on past site data, algorithms can

be trained on seasonal or operational changes. Fault diagnostic,
however, will still require knowledge or data of the associated causes,

effects, and related symptoms.

What are the Gaps?

As utilities and technology providers are moving beyond the use of
APR software for diagnostic, the use of diagnostic approaches with
data analytics (DA), machine learning (ML), and artificial intelli-
gence (Al) algorithms similar to the above examples will increase. An
example data flow for an automated diagnostic with DA, ML, or Al
algorithm is shown in Figure 11. It is desired that the output of DA,
ML, or Al algorithms be able to inform plant personnel of potential
fault or degradation. However, as seen in the above examples, com-
mercially available algorithms can recognize when one data set differs
from another. Still, it can not determine the fault or degradation

without prior knowledge of faults, causes, and related symptoms.

T T T 0%
T F  F 0%
FooT F 0%
CAUSE FOF T 0.03

Figure 9. Example of a Simple Bayesian Belief Network for a diagnostic approach
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In conclusion, any DA, ML, or Al type of algorithm will require need input and verification from SMEs. Please note that this SME
knowledge, either from data or SMEs, as shown in Figure 12. As knowledge-based or past data-driven fault database requirement is
shown in this figure, it is hypothesized that at least during the first not unique to the advanced algorithms discussed in this paper; it
few years of implementation, the output of these algorithms may will be a requirement for any advanced algorithms.
CLUSTERING CLASSIFICATION
+ 5 y + *
+ s F o+
s+ 7 5 o+t
= =
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Figure 10. Example output of clustering and classification type of algorithms
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Figure 11. Example data flow for an automated diagnostic using DA, ML, or Al algorithms
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Figure 12. Example data flow for DA, ML, or Al-based automated diagnostic using SME knowledge and past fault data
V/
EPRI’s Role
A comprehensive fault database will need to be created for power- As shown in Figure 13, EPRI envisions diagnostic technology pro-
generating utilities to use these new advanced algorithms. Envi- vider agnostic fault signature databases:
sioned role of EPRI: 1. Knowledge-based fault signatures
1. EPRI is uniquely positioned to collaboratively lead the devel- 2. Data-driven fault signatures
opment of fault databases in collaboration with utility mem-
P . . . v a. Plant data-based fault signatures
bers, technology providers, original equipment manufacturers
(OEM:s), national laboratories, and academia. b. Simulated or Modeling based fault signatures
2. In collaboration with utility members and diagnostic algorithm c. Emulated or laboratory experiment generated fault signatures

technology providers, participate in fault signature database

. . . FAULT SIGNATURES
implementation and demonstration.

EPRI has developed a vast knowledge base in the form of EPRI Data-Driven

deliverables that can accelerate the development of these types of

fault databases. Simulated Emulated
Plant Data (Digital Twin) (Laboratory)

Figure 13. EPRI envisioned types of fault signature databases
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Knowledge-Based Fault Signature Database

Knowledge-based fault signature database is structured fault infor-
mation gathered through SME knowledge and experience with the
equipment design, operation, maintenance, and controls. This fault
information may include fault location, degradation mechanism,

degradation influence, etc.

Over the years, EPRI has developed a Preventive Maintenance
Basis Database (PMBD) (7) to provide maintenance guidance for
various power plant assets. This database has a vast amount of fault
information based on SME knowledge and experience. The PMBD
has over 280 power plant component templates, including cables,
gearbox, motor, transformer, turbine, and generator. EPRI also
develops power plant component-specific continuous online moni-
toring (COLM) quick guides (QGs). These COLM QGs include
information regarding sensors that can help replace or extend the
interval for some of the periodic manual PM tasks. There are over
30 COLM QGs, and that number is increasing every year. Similar
to the PMBD, COLM QG information is also gathered through
SME knowledge and experience with various COLM sensors and

individual diagnostic techniques.

EPRI products, PMBD, and COLM QGs provide the basis for
monitoring power plant assets. Specifically, the PMBD provides
information regarding failure modes associated with the power plant
assets, and the COLM QGs provide information regarding value

sensors that can detect those failure modes.

Capturing EPRI and utility SMEs’ extensive experience and knowl-
edge with power plant asset diagnostics into a structured format can
help implement an automated diagnostic algorithm. After PMBD
and COLM QGs, the next natural step for EPRI is to develop
knowledge-based fault signatures, thus expanding the available
information in PMBD and COLM QGs.

Data-Driven Fault Signature Database

Data-driven signatures are structured information derived from the
time-series sensor data and processed raw data with the support of
maintenance records, OEM manuals, and drawings. Data-driven

fault signatures can be further divided into three categories —
a. Plant data-based fault signatures
b. Simulated or Modeling based fault signatures

c. Emulated or laboratory experiment generated fault signatures

Plant Data-based Fault Signature

Power plants are currently performing manual diagnostics with the
support of a centralized M&D center and periodic manual PM
tasks. Over the years, power plants may have gathered some of the
fault data using online and offline monitoring techniques. Power
plants are also installing new sensors with the help of EPRI COLM
QG:s or failure mode effect analysis (FMEA). All dynamic and static
data from sensors (COLM, route-based, and offline), maintenance
records associated with fault data, drawings, as well as centralized
M&D center observation records can help develop data-driven fault

signatures from plant data.

EPRI plans to request this type of fault data from participating
utilities to develop data-driven fault signatures. Gathering plant data
from multiple utilities provide the required variations for data-driven
diagnostic approaches as sensor installations, PM practices, mainte-
nance practices, ambient conditions, and operation modes will differ.
Plant data can also support benchmarking and fundamental statistical
analysis, for example, the mean time between failure (MTBF) for a
component, independent and the conditional probability of failure of

a component within one system or equipment, etc.

Simulated or Modeling-based Fault Signatures

Researchers have developed mathematical models based on phys-

ics and available data to simulate physical systems or processes.
Modifying parameters within these models can mimic specific faulty
conditions. Acquiring data using this type of simulation can help

with the data-driven fault signature database.

EPRI has been working on developing digital twins for many of
the critical assets. These mathematical models can support efforts to
build a data-driven fault signature database. Academia can also help

with the mathematical model development to create fault signatures.

Developing, testing, and verifying such mathematical models may
require significant resources. EPRI envisions the development of

such models based on the value proposition and member needs.

Emulated Fault Signatures

Emulation of fault on a physical asset in a controlled laboratory en-
vironment can also help generate fault data. On a case-by-case basis,
EPRI envisions collaborating with various laboratories and universi-

ties to support the development of data-driven fault signatures.
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Conclusion

Automating the analytics for asset fault isolation and identification
has been an increasing industry need. Analytics algorithms’ underly-
ing mathematics was developed a long time ago. However, there is

a radical change in processing power and data storage; for example,
current smartphone processing power and memory are considerably
better than an average laptop or desktop a decade ago. This drastic
change in processing and data storage has made it possible for years-
old magnificent mathematics to analyze vast amounts of data in
near real-time. Some analytical algorithms based on mathematics are
excellent at disaggregating one data set from another. However, it
can not explain why one data set looks different from another. These
algorithms will require help from power plant SME knowledge or
similar past data to answer that question for power plant assets. A
fault signature database can help structure SME knowledge and past
fault data that can be used with analytics algorithms.

It can be agonizing for an individual utility to develop a fault sig-
nature database. EPRI is uniquely positioned to lead collaboration
with utility members, technology providers, OEMs, academia, and
national laboratories to build knowledge-based and data-driven fault
signature databases. As a result of this collaboration, it can be pos-

sible to create a comprehensive database.

EPRI has developed PMBD and COLM based on industry SME
knowledge and experience. Knowledge-based fault signatures are the
expansion of information generated in PMBD and COLM. Con-
sequently, knowledge-based signature database development may
not take as long as data-driven fault signature. However, data-driven

signatures can provide better insight into the faults.

EPRI envisions the development of knowledge-based and data-
driven fault signature databases. Periodic reviews of the analytic al-
gorithm landscape and its requirements will guide the path forward

for these databases.

Frequently asked Questions

1. How will utilities without a centralized M&D center utilize

these fault signatures?

a. EPRI is planning to publish knowledge-based fault signatures
in an Excel workbook format. Utilities without a centralized
M&D center can manually use filtering functions of these

workbooks to isolate faults based on observed symptoms.

2. Will these fault signatures include threshold values (unit and

magnitude) for each fault signature symptom?

a. No, threshold values for a symptom can be unique to each
plant; however, the change in direction is not. Consequently,
knowledge-based fault signatures will include only the direc-
tion of magnitude change in the observed KPI, symptom or
feature. Data-driven fault signatures may be able to provide
threshold values. However, that remains a hypothesis at this
time. This hypothesis can be tested as more data-driven fault

signatures are gathered from various utilities.

3. Will these fault signatures help implement fully automated diag-

nostic in a power plant environment?

a. It will be closer to fully automatic diagnostics but not a
comprehensively fully automated process. As seen in figure
1, currently, there are no sensors or virtual sensors for every
fault of power plant assets. A type of inspection method still
monitors some of the faults. Consequently, there remains a
gap in achieving a fully automated diagnostic state. This gap
also provides the opportunity to invest in value-based research

for sensors and individual diagnostic techniques.
4. Will these signatures be accurate for my plant?

a. EPRI envisions the development of fault signature databases
as accurately as possible. However, it won't be perfect for all
plant. Improving and editing these databases will be a col-

laborative effort between participating members and EPRI.

From time to time, end-users and SMEs will find some errors,
including missed symptoms, missed faults, and false diagno-
ses. It is envisioned that as utilities find these misses, those
misses will be reported back to EPRI for review, verification,
and potentially update the EPRI fault signature databases for

broader use.

It will be faster to make these databases accurate with more

users of these databases.

5. If I can access the format for developing knowledge-based fault
signatures, wouldn’t it be better if I create fault signatures for my

plant?

a. EPRIis planning to publish the process of developing knowl-
edge-based fault signatures. This future document can help the

individual utility create their own fault signature database.
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However, the development of fault signatures for power plant EPRI can provide the following support for the implementa-
assets will require tremendous personnel time and funding tion and use of a diagnostic algorithm:
resources. In addition, this individually developed fault signature « Help identify and include specific fault signature fields

database might not be as comprehensive as fault signatures col- required for the technology provider’s algorithm that may

lected from multiple sources. be missing from the agnostic fault signature.

EPRI plans to lead the collaboration with the utility members, * Help determine unique threshold values for each fault

technology providers, OEMs, national laboratories, and aca- signature’s symptoms specific to your plant.

demia to develop an extensive database.

6. Will the EPRI fault signature database include all possible fault

signatures?

9. Will EPRI collaborate with diagnostic technology providers?

a. Collaborating with various stakeholders is a key to the success

of this project. EPRI envisions demonstration projects with

a. EPRI envisions developing a comprehensive fault signature utility and diagnostic software providers. In addition, OEM

database. However, some unknown faults might still be participation is welcomed for fault signature

missing from this database. As the industry experiences these development
unknown faults, EPRI envisions including these faults in the

database.
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ogy provider’s algorithm will have some unique information
requirements that may be missing from the generalized fault
signature. EPRI can help fill this gap and add some of the

missing information unique to the algorithm of utility choice. 4. [ntroduction to Data Integration for Power Generation. EPRI, Palo

In addition, including fault signature database information in Alro, CA:2021. 3003022113.

the technology provider’s diagnostic software will be a manual 5 [4Gen® Intelligent Generation: Fundamentals of a Digital and

process for the time being. As these databases become popular Analytics Platform for Data Integration, Analysis, and Actionable
enough, in collaboration with a diagnostic software provider, Information. EPRI, Palo Alto, CA: 2018. 3002013664.

an API or other mechanisms can be developed to automate 6. Continuous Online Monitoring Guidebook. EPRI, Palo Alto, CA:
the inclusion of fault signature database information in a 2021. 3002019924.

technology provider’s diagnostic software. 7. heeps://pmbd.cpri.com.

8. How can EPRI help?

a. It is envisioned that EPRI will develop technology provid-
ers diagnostic software or algorithm agnostic fault signature
database that can help utility members achieve an automated

diagnostic state.
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